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Preface

When I was first asked to write this book, it was supposed to be about applying military
targeting methodology to threat intelligence. However, when I started writing, I began to
ask:

e How is threat intelligence beneficial to organizations?
e How can we create value from threat intelligence?

So, the topic began to change to something I believe that is missing in how we operate as IT
organizations. Threat intelligence is worthless to organizations if it is not applicable to
them. Once it becomes applicable to an organization, it has to be communicated to someone
to take action on. It sounds so simple but when we look further, there are so many touch
points with different parts of the organization and different processes between teams, that
the topic eventually morphed into what I call cyber intelligence.

If you spend some time looking at the cyber security news on your social media, you can
read about the latest exploitation, the need for more cyber security professionals, and how
insecure we are. It feels like sensationalism and further drives paranoia of being labeled "the
next victim" for senior leadership. How many times have we seen senior leadership step
down because of a breach? Perhaps some breaches were due to neglect, but I'm keen to
think that we (collectively) are riddled with archaic and bureaucratic business processes
that do not allow flexibility for decentralized decision making.

Does your IT Operations and IT Security leadership act as one in decision making for the
overall IT decisions, using information that impacts each side? If they do, then you should
just put this book down because this isn't for you. If they don't, then you understand the
pain of when separation of duties impact how quickly things get done.

In the military, intelligence capability allows a commander to understand the environment
around them in order to make decisions. This book is about how we can take a variation of
military intelligence processes and apply it across the organization. Whether you are an
entry-level analyst or a senior manager, there is something for you to learn and put into
practice right away in your organization.



Preface

Who this book is for

The main audience of this book is for mid-level to senior management professionals in
small to medium businesses that are looking to improve their IT and InfoSec operations
utilizing a variation of military processes and concepts. It is also meant for future leaders in
the industry to take another look at a holistic approach to improving IT operations in their
organizations. No prior management or technical experience is assumed.

What this book covers

Chapter 1, The Need for Cyber Intelligence, introduces a brief history of intelligence use in the
military, the different types of intelligence, and the military mindset.

Chapter 2, Intelligence Development, introduces the intelligence cycle, shows you how
intelligence is developed, and how to develop priority information requests.

Chapter 3, Integrating Cyber Intel, Security, and Operations, introduces OPSEC and lays the
foundation for understanding how cyber intelligence can be integrated into Information
Security and IT operations.

Chapter 4, Using Cyber Intelligence to Enable Active Defense, introduces the Cyber Kill Chain
and develops another look into how we can utilize cyber intelligence to enable proactive
defense measures.

Chapter 5, F3EAD For You and For Me, introduces how we can use the Find, Fix, Finish,
Exploit, Analyze, and Disseminate process that is deployed for high value targets and it's
applicability to the Cyber Kill Chain.

Chapter 6, Integrating Threat Intelligence and Operations, takes a deeper look into how we can
develop meaningful and actionable information to stakeholders through incorporating
threat intelligence information.

Chapter 7, Creating the Collaboration Capability, gives an overview of how we can create
communication channels to provide cyber intelligence information throughout the
organization.

Chapter 8, The Security Stack, provides a view on how information captured from different
security capabilities can be developed into cyber intelligence that supports sound decision
making.

[2]
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Chapter 9, Driving Cyber Intel, goes into detail on how we can enable the users as another
means of collecting and reporting information to develop intelligence packages.

Chapter 10, Baselines and Anomalies, highlights the complexity of reporting, teaches you
how to take a look at entities and their processes horizontally and vertically, and provides a
method to integrating an end-to-end continuous monitoring capability.

Chapter 11, Putting Out the Fires, introduces ways to improve incident response through
developing good intelligence communication channels.

Chapter 12, Vulnerability Management, goes into more detail on a specific capability within
InfoSec and how to improve what information gets into the hands of the stakeholders for
action.

Chapter 13, Risky Business, gives a broad overview of risk and how we can use risk
management tools and techniques to further improve the information being passed to
stakeholders for action.

Chapter 14, Assigning Metrics, introduces a concept in assigning risk metrics and key risk
indicators for an end-to-end process.

Chapter 15, Wrapping Up, provides a broad overview of the preceding chapters and takes
you through an ideal situation, where a cyber intelligence capability is fully functional
within an organization.

To get the most out of this book

You will want to read this book from start to finish as I've written each chapter to build off
of each other. Each concept you learn in these chapters will relate to one another in some
fashion. If you don't, you'll find yourself completely lost as a lot of what has gone into this
have customized processes that have worked or is working in the organizations and teams
I've helped develop.

So I want you to read this book with an open mind and ask yourself "what if this could
work?" I only ask you to do this because I believe that we should all be on a path to
improving our own processes (IT and business) within our organizations. The amount of
breaches in 2017 alone is an indicator that some organizational processes don't work.

1. We cannot accept "this is how it has always been done" anymore
2. We need to reduce friction between each other

3. We need to increase the speed of decision making

4. We need to reduce the risk of exploitation

[31]



Preface

This book is another way to enable sound decision making at all levels by developing an
intelligence capability between IT teams using the resources that we already have. It is
definitely a "bastardization" of military and civilian processes that have been put together to
"make it work" for my teams. This book is not a solution, but a way to taking what we
already know and trying to make an organization's collaboration and communication more
efficient. By doing this, we are one more step closer in reducing the risk of exploitation to
our organization.

Let's get started.

Download the color images

We also provide a PDF file that has color images of the screenshots/diagrams used in this
book. You can download it here: http://www.packtpub.com/sites/default/files/
downloads/PracticalCyberIntelligence_ColorImages.pdf.

Conventions used

There are a number of text conventions used throughout this book.

Bold: Indicates a new term, an important word, or words that you see onscreen. For
example, words in menus or dialog boxes appear in the text like this. Here is an example:
"Select System info from the Administration panel.”

Warnings or important notes appear like this.

Tips and tricks appear like this.

[4]
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Preface

Get in touch

Feedback from our readers is always welcome.

General feedback: Email feedback@packtpub.com and mention the book title in the
subject of your message. If you have questions about any aspect of this book, please email
us at questions@packtpub.com.

Errata: Although we have taken every care to ensure the accuracy of our content, mistakes
do happen. If you have found a mistake in this book, we would be grateful if you would
report this to us. Please visit www.packtpub.com/submit-errata, selecting your book,
clicking on the Errata Submission Form link, and entering the details.

Piracy: If you come across any illegal copies of our works in any form on the Internet, we
would be grateful if you would provide us with the location address or website name.
Please contact us at copyright@packtpub.com with a link to the material.

If you are interested in becoming an author: If there is a topic that you have expertise in
and you are interested in either writing or contributing to a book, please visit

authors.packtpub.com.

Reviews

Please leave a review. Once you have read and used this book, why not leave a review on
the site that you purchased it from? Potential readers can then see and use your unbiased
opinion to make purchase decisions, we at Packt can understand what you think about our
products, and our authors can see your feedback on their book. Thank you!

For more information about Packt, please visit packtpub. com.

[5]
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The Need for Cyber Intelligence

"Business intelligence (BI) leverages software and services to transform data into
actionable intelligence that informs an organization’s strategic and tactical business
decisions.”

— https://bicorner.com/2017/12/01/what-is-bi-business-intelligence-definition-and-solutions/
In this chapter, you will learn about the necessity of transforming data into actionable

intelligence. You will also learn that there is a difference between cyber intelligence and
cyber threat intelligence. In this chapter, we will review:

The need for cyber intelligence

The application of intelligence in the military

Different types of intelligence

How intelligence drives operations
Introduction to maneuver warfare

We will take a look at how intelligence has been used in the military and how the military
incorporates intelligence to plan for missions. We will review high level concepts of
maneuver warfare and use these as a new approach to understanding how to utilize
information, so we can remove uncertainty and be proactive against threats to our
environment.

Need for cyber intelligence

Are we using the data from our security software and services to transform the data into
actionable intelligence that informs an organization's strategic and tactical business
decisions?

INVESTIGADOR_Z



The Need for Cyber Intelligence Chapter 1

In a recent SANS survey, phishing (72%), spyware (50%), ransomware (49%), and Trojans
(47%) are the threats most seen by respondents' organizations in 2017. Organizations are
being attacked daily by numerous threats. Alert fatigue is developing from the
overwhelming amount of data to sort through and understand where to start remediating.
There are many tools to discover vulnerabilities and potential threat vectors. In our world,
sorting through this information is a challenge as there are always competing interests
within the information security organization and the business. Leaders must strike the right
balance of security and operations, as well as risk and compliance.

From textbooks, we've been taught that in security we should identify, contain, and
eradicate vulnerabilities on the network so that we reduce the risk of being compromised.
We've been led to believe that security will save the company from the bad guys and that
we will be given the power to do that. However, the reality is much more complex,

with chief information security officer (CISO) and managers balancing budgets, engineers
trying to get change requests approved, lack of human resources due to burn out or
availability, dealing with vendors, company culture, world culture, and organization
processes hindering our ability to respond to these threats that can cause a considerable risk
to the organization and its information. Uncertainty, fog of war, and friction are a part of
life as a security professional.

The questions that come to mind are as follows:

e How do we reduce this uncertainty?
e What is the priority?
e How do we focus our efforts?

¢ How do we provide actionable information so that I can get my stakeholders on
board?

e How do I train my team?
e Where do we begin to remediate? Can I even remediate?

The threat landscape is always changing. Every day we hear of a new group of hackers that
are targeting systems that are vulnerable to X and Y. There are reports of nation-state cyber
espionage attempts on the national media. The scary thing is that there may be an attack
happening and no one has caught on. There seems to be general paranoia about who will be
next and if that day comes, I hope it isn't me.

[7]



The Need for Cyber Intelligence Chapter 1

This book is meant to help executives and analysts understand their role in raising the bar,
from effective communication of the state of their security, to gathering information about
their environment. How we address this is by building a cyber intelligence capability that
provides accurate information about the exploitation potential of vulnerabilities that exist
within the environment by known adversaries, resulting in appropriate measures taken to
reduce the risk to organizational property.

The application of intelligence in the military

"Intelligence is the ability to gain knowledge or a skill.”

Cyber threat intelligence is an analysis of an adversary's intent, opportunity, and capability
to do harm. This is a discipline within information security that requires a specific skill set
and tools used by threat intelligence analysts.

Cyber intelligence is the ability to gain knowledge about an enterprise and its existing
conditions and capabilities in order to determine the possible actions of an adversary when
exploiting inherit critical vulnerabilities. It uses multiple information security disciplines
(threat intelligence, vulnerability management, security configuration management,
incident response, and so on) and tool sets to gather information about the network through
monitoring and reporting to allow decision makers at all levels to prioritize risk mitigation.

Over the past few years, we've seen a list of new certifications focusing on penetration
testing and ethical hacking. These skills are perfect for the personnel on the ground looking
for vulnerabilities within organizations using tools and methods that a malicious actor
would use. There are so many tools that provide the ability to look, find, monitor, and
report on their environment. How do we apply those same concepts to the architecture of
an enterprise? How do we think like an attacker and build the capability within our
architectures with the capability to mitigate and/or reduce the risk? The goal of the
following few sections is to create a proactive defense mindset and lay the foundation for
building a cyber intelligence capability architecture in your organization.

Intel stories in history

"Intelligence drives operations”

— Gen A.M. Gray 29th Commandant of the United States Marine Corps

[81]
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The Need for Cyber Intelligence Chapter 1

Having the capability to gather information on an adversary has been in practice in the art
of warfare for centuries. The importance of using intelligence helps guide military
commanders' decision-making for future operations. Military organizations have sections
dedicated to operating their intelligence capability. In order to understand how to apply
intelligence in our security operations, we should have an understanding of what
intelligence is and how it has been used in military history.

The American Revolutionary War

“Washington did not really outfight the British. He simply out-spied us.”
— British intelligence officer

In order to combat an intimidating and larger British force, General George Washington
needed to do something to even the playing field. The odds were against the fledgling
American army as they were understaffed, under trained, and had little to no budget. The
answer to this problem was espionage.

The Americans needed to know about their adversary's actions in order for them to win the
Revolutionary War. Washington needed patriots who were close to the British at all levels
of society. So he employed ordinary people, such as farmers, tailors, housemaids, and other
patriots to build spy rings. Additionally, he turned British spies into double agents. The
Americans had established multiple networks of agents passing information between the
lines, informing Washington of the whereabouts of the British and what their next plans
were. As mail was intercepted, General Washington proposed to, "...contrive a means of
opening them without breaking the seals, take copies of the contents, and then let them go on. By
these means we should become masters of the whole plot." The intelligence that was gathered was
used to conduct a massive man-in-the-middle / deception operation, actively changing the
narrative, causing confusion, and disrupting communications for the British.

Napoleon's use of intelligence

Anyone who has opened a history book has heard of Napoleon Bonaparte. As a military
leader, he led multiple campaigns during the French Revolutionary Wars and went on to
lead France against other nations during the Napoleonic Wars. His military innovations in
military tactics at the time are now studied by many military organizations and he is known
to many as one of the greatest commanders in history.
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What was Napoleon's take on the importance of intelligence? A study of The Jena Campaign
of 1805 by Jay Luvaas stated that Napoleon directed intelligence gathering and actions, as
follows:

"To reconnoiter accurately defiles and fords of every description. To provide guides that may be
depended on. To interrogate the cure and postmaster. To establish rapidly a good understanding with
the inhabitants. To send out spies. To intercept public and private letters. To translate and analyse
their contents. In a word, to be able to answer every question of the general-in-chief when he arrives
at the head of the army. A general should neglect no means of gaining information of the enemy’s
movements, and, for this purpose, should make use of reconnaissance, spies, bodies of light troops
commanded by capable officers, signals, and questioning deserters and prisoners.”

Napoleon had an understanding that intelligence is multi-faceted and was not limited to
understanding the strengths and weaknesses of the opponent. He wanted to use the
information gathered about the land to find the best place to move his army, to have the
advantage and know where to avoid. His officers didn't send out spies arbitrarily to any
town to gather information, they sent them to strategic areas of interest.

Some types of intelligence

To better understand the importance of an intelligence capability in the military, we must
also recognize the different disciplines.

HUMINT or human intelligence

HUMINT is the collection by a trained HUMINT collector of foreign information from
people and multimedia to identify elements, intentions, composition, strength, dispositions,
tactics, equipment, personnel, and capabilities. It uses human sources as a tool and a variety
of collection methods, both passive and active, to gather information to satisfy the
commander's intelligence requirements and cross-cue other intelligence disciplines.

HUMINT operations collection can be executed overtly or by clandestine operations.

Overt collection is normally done in the open and through legal means without
concealment. Clandestine collection is normally done by personnel who are trained in the
foreign languages and cultures of the country they are assigned so that collection efforts are
secret and that they mix in with the local populace.

[10]
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Examples:

e Espionage

e Interrogation of personnel
e Patrolling

® Reconnaissance

IMINT or image intelligence

IMINT means the technical, geographic, and intelligence information derived through the
interpretation or analysis of imagery and collateral materials.

Examples:

¢ Aerial reconnaissance photos
e Satellite imagery

MASINT or measurement and signature
intelligence

MASINT is technically derived intelligence that detects, locates, tracks, identifies, and/or
describes the specific characteristics of fixed and dynamic target objects and sources. It also
includes the additional advanced processing and exploitation of data derived from IMINT
and SIGINT collection.

You can find the subdisciplines of MASINT at: https://www.
0 globalsecurity.org.

OSINT or open source intelligence

OSINT is public information that has been deliberately discovered, discriminated, distilled,
and disseminated to a select audience in order to address a specific question.

Examples:

¢ Anything that can be found on the internet: Facebook, Twitter, LinkedIn
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e Information that is acquired from newspapers, magazines, television, radio, and
SO on

e Whitepapers, conference presentations, and public studies
¢ Photos

SIGINT or signals intelligence

SIGINT is intelligence derived from electronic signals and systems used by foreign targets,
such as communications systems, radars, and weapons systems. SIGINT provides a vital
window for our nation into foreign adversaries' capabilities, actions, and intentions.

Examples:

e Intercepting messages and using cryptanalysis to decipher them

e Listening to who is communicating and how many times they are
communicating to a person or group

COMINT or communications intelligence

A sub-discipline within SIGINT where technical and intelligence information is derived
from interception of foreign communications by other than the intended recipients; it does
not include the monitoring of foreign public media or the interception of communications
obtained during the course of counterintelligence investigations within the United States.

For example: listening in, analyzing, and decoding military radio traffic, teletype, and fax
signals.

ELINT or electronic intelligence

Technical and geolocation intelligence derived from foreign non-communication,
electromagnetic radiation emanating from anything other than nuclear detonations or
radioactive sources that do not contain speech or text.

Examples:

¢ Analysis of beeps on magnetic tape
¢ Analysis of emanations of a source to identify what it is and where it is coming
from

[12]
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FISINT or foreign instrumentation signals

intelligence

A subcategory of SIGINT, COMINT, and MASINT that consists of technical information
and intelligence derived from the interception of foreign electromagnetic emissions
associated with the testing and operational deployment of non-United States aerospace,
surface, and subsurface systems.

Examples:

¢ Analysis of machine to machine language

¢ Remote access and control transmissions, such as from remote keyless systems,
wireless doorbells, and wireless traffic light control systems

TECHINT or technical intelligence

Intelligence derived from the collection, processing, analysis, and exploitation of data and
information pertaining to foreign equipment and materiel for the purposes of preventing
technological surprise, assessing foreign scientific and technical capabilities, and developing
countermeasures designed to neutralize an adversary's technological advantages.

Examples:

¢ Reconnaissance missions showing that the adversary has a new aircraft that is
capable of doing X and Y

e Competing businesses developing a new product that is capable of reducing X
percentage of work and decreasing Y percentage of price

MEDINT or medical intelligence

The category of intelligence resulting from collection, evaluation, analysis, and
interpretation of foreign medical, bio-scientific, and environmental information that is of
interest to strategic planning and to military medical planning and operations for the
conservation of the fighting strength of friendly forces and the formation of assessments of
foreign medical capabilities in both military and civilian sectors.
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Example:

¢ Understanding where medical facilities are within an area and what their
capabilities are

All source intelligence

The intelligence products, organizations, and activities that incorporate all sources of
information and intelligence, including open source information, in the production of
intelligence. All-source intelligence is a separate intelligence discipline, as well as the name
of the function used to produce intelligence from multiple intelligence or information
sources.

Examples:

e Drives collection to answer the priority information requirements

Provides the enemy situation

Provides intelligence summary reports and other intelligence reports

Supports situational understanding

Provides predictive estimates of enemy actions; specifically, enemy courses of
action

Provides all source target packages

Intelligence

[14]
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Intelligence drives operations

Operations rely on sound decision-making from leaders who are capable of making them.
Like many IT projects, we don't go from idea to reality in seconds. It takes planning,
managing stakeholders, getting people on board with the idea, massaging egos, and so on.
But how did we get that idea in the first place? It also didn't just pop up from nowhere.

Ideas are born from trying to fix or improve something that we've dealt with using data that
we believe may or may not be true. Babies do not learn how to walk and crawl on their
own. They see a toy, they get frustrated because they can't get it, and then they learn to
crawl. They see people walking on two feet, practice, struggle to stand, and eventually take
their first steps. This is because they had a problem, used data from their own experiences,
tested their theories, and came to conclusions.

Every organization has a vision and a mission statement that is meant to be the core of its
existence. It is the same way business leaders communicate their intent to their employees.

The military has a concept called commander's intent, which mirrors the intention of that
particular unit, brigade, regiment, division, or corps. It drives all of the supporting units to
a single unified purpose of meeting that intent so that they can complete the mission.

Commander's . . . .
a S

Commanders have a lot of responsibility and don't want to make a decision on every piece
of data coming at them. They make decisions based on specific pieces of data that pertain to
solving a specific question. Gathering of that information for the commander is based on a
term called Priority Information Requirements (PIRs). These PIRs are what drives
intelligence gathering operations as it provides guidance on what information is the most
important to the commander so that they can plan for the next steps.

Good PIRs have three criteria:

e They ask only one question
¢ They focus on a specific fact, event, or activity
¢ They provide intelligence required to support a single decision
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Military examples:

e What size force is defending objective A?
e Will enemy battalion X arrive before Y time on Z date?
e How many obstacles are on D road that will impede our movement?

Can we not apply the same logic within our IT/InfoSec organizations? The idea is no
different to gathering metrics for Key Performance Indicators (KPIs). When we have
targets, we need to measure them and analyze them to see whether or not we have met or
missed the mark. Either way, the information gathered will decide what we do next.

Organizational ) . ) .
Intelligence CIO/CISO Risk Analysis

Having a top-down approach when defining specific information to be derived from our
security tools, will fuel our intelligence capabilities when evaluating the best way to move
forward.

Let's use the Center for Internet Security Controls top five as commercial PIR
examples. These are high level PIRs that can be filtered down to the tactical and operational
teams to answer:

1. Do we have an inventory of authorized and unauthorized devices?
e Tactical: Do we have a complete list of authorized devices?
¢ Operational: How are we continuing to gather this list?

e Tactical: Do we have the capability of identifying unauthorized
devices?
¢ Operational: Where are we finding these devices?

2. Do we have an inventory of authorized and unauthorized software?
e Tactical: Do we have a list of authorized software?

e Tactical: What are our most critical applications?
o Operational: Where are these located?

e Tactical: How are we protecting these?
e Operational: What security tools are in place to ensure
that the information does not get compromised?

e Tactical: Do we have a list of unauthorized software?
e Operational: Where do the systems with this software
exist?

[16]
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3. Do we have secure configurations for hardware and software?
e Tactical: What systems and software have secure configurations?
¢ Operational: How are we monitoring any deviation
from the standard?

e Tactical: What systems and software do not have secure
configurations?
¢ Operational: How do we develop secure configurations
for systems and software?

4. Do we have a continuous vulnerability assessment and remediation capability?
e Tactical: Do we have the capability of scanning for vulnerabilities in all
areas of the network?
¢ Operational: Do we have an accurate list of subnets
allocated to the organization?

e Tactical: Do we have the capability to patch vulnerabilities that have
been found?
¢ Operational: How can we influence application/system
owners to patch when we do not have the authority to
tell them to do it?

5. Do we control the use of administrative privileges?
e Tactical: Do we have a list of privileged users?
e Operational: Who are they?

e Tactical: What are the levels of privileged user access?
¢ Operational: Who has what level of access?

Once we begin to look at the different functions of an information security organization, we
can treat them as separate disciplines of intelligence gathering internally and externally. We
begin to see that each security team utilizes the answers from high level PIRs to provide the
status to the senior leadership of the organization.
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Vulnerability
et Management

Intelligence

Incident
Response

Cyber Intelligence

This would provide the capability of an organization's leadership to understand the
environment, apply the risk management processes, and make a decision on where to

Organizational
Mission/Vision

dedicate resources:
CIO/CISO Risk Analysis

The reality is that it is difficult to begin processing the information from multiple sources to
make a big picture or battlespace. We have to accept that there will be ambiguity and not-
clearly defined targets. Building this capability will take time, collaboration, and a mindset
change at all levels.

[18]
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Flow of IT/InfoSec operations can be seen in the following image:

Organizational Cyber - . L
Intelligence CIO/CISO Risk Analysis # @

IT/InfoSec Operations

models for the different disciplines in security so that we can lay the

In later chapters, we will go into some suggested capability maturity
0 foundation to build an intelligence capability.

Putting theory into practice isn't simple

Rachel was a friend that was asked by a CISO to solve a problem. At the time, her marching
orders were simple. Identify vulnerabilities and report vulnerabilities. But she wondered,
what does identifying and reporting vulnerabilities solve? It doesn't solve anything. She
had identified a problem but there was no means to solve it. Why? She was in a huge
environment stretching across the globe that required change requests to be put in and
multiple entities to sign off on a single patch.

Let's not even talk about the sheer amount of patches that needed to be reviewed and
approved by non-technical staff, or the fear of impacting operations. There isn't a simple
solution for this problem as there were other dependencies and unknowns, such as vendors
and shadow IT. Her team did not have the ability to patch, which was a huge problem. It
was difficult to get anything done. There was an organizational culture change that needed
to be addressed. There were policies and procedures that needed to be updated. There were
multiple problems in security that need to be prioritized. There were organizational
changes, personnel moves, people leaving, people on-boarded, that is, more dependencies.
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Onboarding process
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Maybe a single set of services look like the preceding mind map. The IT operations and IT
security operations in the organization were a complex beast. But this was just a small
problem in the bigger picture.

The real question was, how does your piece of the pie keep this organization safe? Well, her
piece of the pie didn't keep her organization safe. The reality was that she had a team that
highlighted known vulnerabilities and provided inputs to a risk metric that was presented
on a global risk dashboard. On this dashboard were other security teams' pieces of the pie.
A dashboard that consisted of red, amber, and green. The more red there was meant the
more you were going to be harassed. More green meant that you weren't going to be
harassed. Sound familiar?
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Does more green really mean that you are at less risk? Does being more red really mean that
you are a risk?

The data isn't complete. Maybe it told her that there are certain areas that need attention,
but what this didn't tell her is where she needed to pay attention the most as a service
manager. More on her story later.

I can't imagine how it would be for the CISOs or security professionals who have to manage
all of this data. It's like looking at a ship and knowing all of the holes but not knowing
where to plug up first, all while asking for an additional supply of corks to use to fix them,
because you may have five or six. Wait! One or two corks are rotted. It's a never-ending
cycle of which holes to plug up first. What gator is closest to the boat? Which fiery hoop do
I jump through now?

If organizations were castles, we'd have to man the walls and keep a constant eye out for
trouble. But castles get breached and it doesn't matter how big or well defended the castle is
because there will always be a blind spot. Where are your security blind spots?

So how is it that companies with plenty of resources for tools and personnel still get
breached? How many conferences have I been to where I've seen the next big thing in
security? There are tools for cyber deception. There are tools that use artificial intelligence
and machine learning. We have heuristic analysis and two-factor authentication. NextGen
AV! Defense in depth! We have best practices, certifications, and bootcamps. We are
manning our castles with personnel who have the best equipment and training but we've
still seen major institutions get hacked left and right. Target, JP Morgan, Dun & Bradstreet,
they may or may not have been compliant, but they were not secure. We know that
compliance is not security. Frameworks, compliance, standards, benchmarks, and so on are
all foundation references to building a program but it shouldn't be where we stop. We need
to level up, change how we think and operate.

Call it DevSecOps. Call it agility. Call it synergy or collaboration. Our teams have to be as
flexible and adaptable as our adversary so that we can anticipate their next moves. We can
only do that by processing all of the intelligence that we receive and utilizing it to guide
how we decide to protect our organizations.
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Understanding the maneuver warfare
mentality

We've seen the movies, of soldiers lined up in rows marching towards each other with their
officers shouting orders, horns blaring, armor glistening, and flags in the air. This is called
attrition warfare, where the point of winning was wearing down the opponent by
constantly reducing their resources, such as supplies and personnel. The one who was the
victor typically was the one with more resources. This was considered normal until
someone did something else that wasn't in the rulebook or wasn't expected. Officers were
being targeted at the onset of battle, causing dysfunction in the lower ranks. Enemy soldiers
did not have uniforms, causing paranoia for opposing forces. Suddenly, military
organizations needed to change their tactics in order to survive in combat. They needed to
adapt to opponents that did not follow conventional rules.

Follow the process, the process will save you

I went through some military training where the instructor had us all stand up in a room,
raise our right hands, and do the wax-on, wax-off motion, and we repeated the word follow
the process, the process will save you. It was meant for us to stay within our box and not
deviate from the rules. It meant that we should not question the process because this
process has been in existence and it is proven to work. There were people that loved the
process so much that they breathed it. It was their doctrine. Groups of these people would
band together and perfect the idiosyncrasies of the process. Processes are necessary for
running operations, as they provide a sequence of what to do when and who will do what
when. It is simple. Stay in your lane.

Well, today is different to yesterday. There have been processes that have been in place for
years. Like lanes on a road, processes need to be reinforced, reworked, and improved. All
organizations are different in the way that they run their IT operations. Maneuver warfare
fits the description of what a malicious actor would utilize to get into a network. Defense in
depth is another way of saying attrition warfare. Screened subnets, network segmentation,
and sandboxing; it is the idea that we should be taking ground from our opponents at
different levels to decrease the possibility of exploitation. We need to change the game. Our
adversaries are maneuvering for our crown jewel information, finding different vectors, or
avenues of approach, to gain access to it.

Defeat is extraction of information or critical loss of business capability.

[22]
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How do we build processes within our organization that allow for agility, initiative, trust,
and collaboration to take action? We need a strategy that allows us to be flexible and
continuously monitor our strengths and weaknesses within our organizations' security
programs. We must be able to adapt to change quickly and have the capability to anticipate
the probability of exploitation of our critical vulnerabilities in strategic areas of interest. We
need to have the support and authority to take initiative in exploiting opportunities to
improve security.

If we continue to follow our processes, will they save us from compromise?

What is maneuver warfare?

A Prussian general and military theorist, Carl Von Clausewitz, introduced maneuver
warfare to the world in his book On War. He was a combat veteran, and was interested in
studying the art and science of war, in particular, the campaigns fought by Frederick the
Great and Napoleon. Both of these men took their smaller armies and were able to carry out
successful campaigns against their opponents through maneuvering.

Maneuver warfare advocates that strategic movement can bring about the defeat of an
opposing force more efficiently than by simply contacting and destroying enemy forces
until they can no longer fight.

There are six main elements of maneuver warfare. Each of them is explained in the
following sections.

Tempo

Tempo is the rate or speed of motion or activity; pace.

KPIs are measurable values that provide a metric to gauge how well a function is achieving
business objectives.

Here are a few examples from ITIL KPI Service Operation that we can use to understand
how activity or tempo can be measured:

e Mean time to resolve: The average time between the start and resolution of an
incident

e Mean time to detect: The average time to detect incidents
¢ Incident resolution effort: The average work effort for resolving incidents
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We use KPIs to continuously improve processes within our organizations using values that
we can be certain are true. Zero-day exploits, advanced persistent threats, new ransomware
attacks—uncertainty is a constant for a security professional. It can be crippling to the
decision-making process and it makes things much more difficult. Some are afraid to make
a call because they haven't received all of the information yet. Some call it paralysis by
analysis. How do you manage the uncertainty?

Let's take an excerpt about uncertainty from intelligence operations:

"Uncertainty pervades the battlespace—it is a fundamental attribute of war. First and
foremost, intelligence should support the commander's decision making process by
reducing uncertainty about the hostile situation. Intelligence should accomplish the
following actions to achieve this objective:

Identify and evaluate existing conditions and capabilities

On the basis of those existing conditions and capabilities, estimate possible
enemy courses of action and provide insight into possible future actions

Aid in identifying friendly critical vulnerabilities that the threat may exploit
Assist in developing and evaluating friendly courses of action”

Military officers undergo training where they have to make decisions on data that is
incomplete. It prepares them to make decisions when they are in critical or otherwise crisis
situations. It is called recognitional decision-making. This method of decision-making can
increase the tempo and the ability to maintain the initiative against the enemy. However it
requires a large amount of study on the topic prior to the crisis occurring, moral courage,
and the leader assuming the risk of quick planning without the aid of other experienced
personnel.

[24]
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The OODA Loop

Recognitional decision-making is taught using Boyd's cycle, also known as the OODA

Loop:

e Observe:

e Orient:

e Decide:

Observe

Decide

Boyd's OODA Loop

Situational awareness of yourself, your environment and your
adversaries; noting any changes surrounding those variables.
From a security perspective, consider tool sets used by an
adversary who scans a network, actively looks for vulnerabilities,
tracks their targets, and is looking at what their target is doing or is
about to do. In this regard, the defender can begin to anticipate
future moves and get into the mind of the adversary.

After observation, we begin to develop a mental image of the
situation thus gaining awareness

With this, we recognize that a decision is necessary in order to
influence the situation

We will diagnose, recognize, and analyze changes in the
environment

After recognition that a decision is necessary, a course of action is
determined

In this case, decisiveness is sought, frequently with an acceptable
degree of risk
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e Effective and succinct communication of this decision is key when
we talk about leading subordinates

o Act:
¢ Timely and tactically sound decisions are useless alone

e In order to influence the situation effectively, leaders must turn
decision into action in a time competitive environment

Every organization has their version of the OODA Loop. Every adversary has their version
of the OODA Loop.

The one who has the most advantage is the one who can cycle through the
loop the fastest.

This decision-making model can be used in organizations to think about their ability to
perform each step in the loop:

e What is the problem?

e Is my organization capable of observing a problem?

e Can my team(s) orient themselves in a position to address the problem?
e Who is responsible for making the call?

e How quickly and efficiently can we address the problem?

Decision-making is not a simple process in communicating. With so many components that
are interfacing with each other, it is challenging to get a consensus on a topic without
impacting another stakeholder. If business is a battlefield, it is wrought with uncertainty for
a security leader of where to put their time and energy into. Using the concepts from
maneuver warfare, we can begin to define how these tenets are applicable to our situation.

Center of gravity and critical vulnerability

The concept of center of gravity is the idea that each organization has a focal point of
strength. It may be a specific capability that is possessed and being utilized. It may be a
relationship of two or more factors that creates a larger source of strength. We want to use
our centers of gravity and take away our adversaries' center of gravity. Maneuver warfare
requires that the practitioner identify and understand what the other sides' center of gravity
is. We should not try to eliminate that strength directly, however, we should concentrate
our strength on some relative weakness that would adversely impact the enemy's center of
gravity.

[26]
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Where is the enemy weakest? Where is the flank? Where can we cause the most disruption
to their operations? Our adversaries' center of gravity is their ability to move around the
battlespace as they wish, and exploit opportunity at their will until they are discovered.
Ethics, laws, and regulations prohibit us from counterattacking our opponents but we still
have to defend our network in the following ways:

¢ By identifying the capabilities that we have established in our IT organizations,
we can conduct gap analyses against known capability maturity models to find
our critical vulnerabilities for each function as well as identify our center of
gravity

¢ By understanding our current capabilities and identifying gaps in capability, we
will begin to develop how the strategy to improve capability will support
operations and how best we can employ our teams

¢ Once this is place, we start to look how our teams are able to understand how
their work integrates with current operations, it opens the doors to possibilities to
be proactive in our defense

Surprise - creating and exploiting opportunity

In addition to improving our decision-making and understanding our strength and
weaknesses, we should be able to adapt to the unexpected. Imagine a car race, where you
see individual vehicles go around the track, jockeying for position, and trying to win the
race. With each lap, a car may make a move to pass if they see an opening between vehicles.
In another moment, there may have been a crash where either you hit the vehicles involved
or you get out of the way. All of these are examples of a set of circumstances that were not
expected but created an opportunity to exploit.

For more information refer to Warfighting by Marine Corps Doctrinal
Publication - 1, present at: http://www.marines.mil/Portals/59/
Publications/MCDP%201%20Warfighting.pdf.

How do we surprise our opponent if our job is to defend? Combining information about
adversaries, their capabilities, and their intent as well as having a full understanding of our
organization's capabilities and gaps provides us a view to possible threat vectors to our
most coveted information. If we are able to estimate the path of least resistance, we may
have a tactical advantage to reinforce known weak points in the architecture, process, or
procedures.
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Combined arms - collaboration

The armed forces do not consist of one mass force. It separates into each warfighting
domain. The army emphasizes fighting on land, the navy focuses on the sea, the air force
are masters of the air space, and the marines are amphibious. Each of these organizations
are important and must combine their capabilities to ensure success of military campaigns.
Prior to any engagement, leaders of the organizations are planning together to best use their
tools to complete their mission objectives.

Collaboration and synergy are terms we have heard in the business world that express
working with another group or organization to achieve business objectives. In large
organizations, it is understandable that the complexity of IT and remote management of
teams can cause silos to be formed and communication to be challenging. When we break
down silos and establish proper communication channels we will be able to address
incidents, problems, and solutions faster.

Flexibility

Where as collaboration tries to ensure communications between entities are smooth and
seamless, a military organization must remain flexible in order to be able to react to an
opponent(s) who changes their tactics. Flexibility is achieved through understanding the
strengths and weaknesses of capabilities within the organization and training to address the
different scenarios. It is the ability to establish redundant capabilities to reduce single points
of failure in processes, people, and skills.

Decentralized command

Decentralized command is the delegation of authority to subordinates to carry out the
commander's intent. Within the proper guidance, this allows leaders to take initiative in the
planning, training, and execution of their assigned missions. By training the leaders to act
independently, it allows for operational and tactical flexibility.

[28]
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Summary

In this chapter, we've learned that intelligence is a capability and a discipline with various
sub-disciplines. Understanding this concept, we can gain an abstract view of how
intelligence can be gathered from different disciplines within an information security
organization to provide our leaders with actionable data. This is only the tip of the iceberg.
As organizations and technology grow more complex, it is necessary to have a process and
capability established to grab data from multiple sources, aggregate it, and provide it to the
team leads to take action on. We've reviewed the high-level tenets of maneuver warfare and
its application in the information security domain. Maneuvers are dependent on having the
right information given to commanders so that they can make a decision on what steps to
take next. Understanding maneuver warfare gives us another view of how we can operate
in an uncertain world. All of this does not mean anything if we do not have the capability to
gather, analyze, and disseminate.

In the next chapter, we'll talk about the intelligence cycle and each of its phases so that we
can develop the initial framework for an intelligence capability within your organization.
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Intelligence Development

In this chapter, we will learn about what is required to support an intelligence capability.
We will also set the foundation for understanding the intelligence process cycle that an
organization maintains. We will go through each phase of the process to provide a
framework we can use to aggregate, structure, and apply information to be used as
intelligence products.

Another way of looking at intelligence capability is how Lord Varys from
Game of Thrones has little birds to give him pieces of information that are
important to him or those around him (PIRs). He isn't the commander in
the series but he is what would be representative of an intelligence lead in
the organization. How he gets his information is part of the collection
architecture that he sets up, but how he processes the data that he's gained
and how he communicates, to whom, and when is another process in
itself, which we will learn about in this chapter.

The information hierarchy

Actionable intelligence is what we get when we start sorting through the data. This data is
gathered on the guidance given from the commander for items that they need to make a
decision. How does information go from data to actionable intelligence?
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A common answer to this is the use of the Data, Information, Knowledge, and Wisdom
pyramid also know as the DIKW pyramid:

Knowledge

I Information Management

This pyramid is a graphical representation of how data is transformed into wisdom:

e The Data and Information levels are located within the Information
Management section because we will need to gather data based on the PIRs

e This data needs to be managed so that we can filter out the unnecessary pieces to
obtain information

e After all of the information has been analyzed, it can then be moved and
maintained in the Knowledge Management section

e From all of the information that has been gathered, the intelligence that has been
developed will support the commander in making a decision

[31]
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How does this look in an information security organization?

Focus:
Decision Making

‘ ______________________________________
% Focus:

Risk Analysis Processes
Option development
Knowledge for mitigation

Focus:
Information Management .
! g Information KPls

Pattern Recognition
L o L L L L L L L L L L hntimmam————_
Focus:

Scan Results
Tool Reports
Logging Events

¢ At the Data level, we will begin by gathering information from the security tools
that we implement within the environment.

o At the Information level, we will filter out information based on our PIRs.
Examples can be KPIs or pattern recognition from Al or machine learning tools.

¢ Once the information is filtered, we can move it through our risk analysis
processes and weigh what our options are.

¢ We will then be able to present to our stakeholders with the information
necessary to make a decision.

Introduction to the intelligence cycle

In the last chapter, we briefly went over the concepts of maneuver warfare and how
intelligence drives the operations to accomplish the mission. In order to have an intelligence
capability, a process needs to be developed to take raw information and produce a product
that can be used for decision-making and action. The intelligence cycle is a six-step process
that has been used by many government intelligence agencies as well as the military.

[32]
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The intelligence cycle steps

The intelligence cycle consists of six steps:

1. Planning

6. Utilization and Direction

5.
Dissemination

2. Collection

4. Analysis
and
Production

3. Processing

The Intelligence Cycle

The steps of the intelligence cycle is explained in detail in the following sections.

Step 1 - Planning and direction

The Planning and Direction phase is composed of all activities that identify information
requirements as well as a means to ensure that those requirements are met. This step in the
cycle manages the end-to-end intelligence effort. These information requirements are
prioritized, collection plans are prepared, and collection capabilities (such as the various
security and operation teams) are tasked.

The executive leadership directs the intelligence effort, the intelligence program manager
manages the effort based on the intent, priority of PIRs, and any guidance that was noted
during the planning process.
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Requirements development

Everyone who is supporting the intelligence effort has a role in the development of the
information requirements (IRs) for the organization. An intelligence program manager
will be the one who is responsible for making the initial requirements based on the original
intent of the senior leadership. From this guidance, the other teams will be able to provide
their IRs to a master list for the intelligence program manager to record and to tie to
potential decisions or courses of action. As time goes by, IRs will change as new
information is found relevant or irrelevant, the intelligence program manager will continue
to refine and reconcile IRs in this consolidated list.

Requirements management

We learned about Priority Information Requirements in Chapter 1, The Need for Cyber
Intelligence. As the situation changes, we must also have a system that can manage IRs as
well as prioritize them. The intelligence program manager must have a system to aggregate
information from the different sources for IRs into a master list and continuously monitor
the senior leadership's IRs so that they can be assigned priority.

i Priority
LS:QS;J Information
‘ Requirements

Information

Intelligence Requirements
Program Master (Active)

Information

Requirements ]
List Information

The Board Requirements
(Inactive)

Security Team
Leads

[34]
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Directing the intelligence effort

Intelligence direction uses the products of information requirements development and

information requirements management and combines them with the functions of collections
management, production management, and dissemination management. All of these efforts

must be aligned to ensure that the focus remains on the efforts to obtain information to

satisfy PIRs.

Information

Requirement

Information
Production
Requirement

Information
Collection
Requirement

Information
Dissemination
Requirement

How does this work with the DIKW pyramid?

Information Requirement

o3paimouy|

Information

Information
Production

Requirement

Refined Data

Collection
Requirement

« Scan Results * KPIs

» Tool Reports * Pattern

* Logging Recognition
Events

Intelligence

Information
Dissemination
Requirement

« Risk Analysis Processes
» Option development
for mitigation
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So, as raw data is being collected from various tool sets (data), we will need to start refining
the data into usable information (information). Usable knowledge (or intelligence) can be
gathered information for KPIs or understanding patterns or behavior against an established
baseline. As intelligence is information that can be acted upon, this knowledge can provide
decision makers with cognizance of the situation and enable the wisdom for developing
options on the way forward.

Requirements satisfaction

Requirements are met during the process within collection management, production
management, and dissemination management. Following is a high-level overview, as we
will get to these processes in later sections in this chapter:

¢ Collection management:
¢ Ensures that collection resources are tasked and used effectively

* Monitors collection efforts
e Converts IRs to collection requirements and prioritizes them
¢ Coordinates support from collection sources or agencies
» Aggregates data collected and prepares data for analysis
¢ Production management:

e Manages and organizes the analysis of information that has been
received from the collection management process

¢ Takes the data and converts it to an information product

¢ Information products:
¢ Have a defined scope, content, and format

e Are prioritized and a plan/schedule is developed for
each product
e Prepares information products for dissemination

¢ Dissemination management:
¢ Ensures that the right information in the correct format gets to the
right people at the right time

e Establishes the priorities for dissemination
e How the product will be distributed
¢ Monitors the flow of intelligence throughout the organization

[36]
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Planning the intelligence support system

For requirements to be met, an overarching analysis needs to be completed to build the
support structure for intelligence operations. A cyber intelligence program manager can
consider the following;:

¢ Organizational chart of intelligence sources from various teams for specific IRs

Relationship management with all levels of leadership in the organization

Vendor management

Logistical requirements

Information system requirements

Connectivity to various intelligence assets such as:
¢ Sector Information Sharing and Analysis Center (ISAC):
¢ Defense Industry Base ISAC (http://www.dibisac.
net/)
e Electricity ISAC (http://www.eisac.com/)

e Maritime ISAC (http://www.maritimesecurity.
org/ )
e Retail Cyber Intelligence Sharing Center (http://

www.r—-cisc. org/)

e Membership in public—private cyber security information
exchanges:

¢ Federal Bureau of Investigation—InfraGuard
(https://www.infragard.org/)

e US Department of Homeland Security—Cyber
Information Sharing and Collaboration Program
(https://www.dhs.gov/ciscp)

e European Financial Institutes—Information Sharing

and Analysis Centre (https ://www.enisa.europa.
eu/topics/cross—cooperation-for-csirts/
finance/european-fi-isac—-a-public-private-

partnership)

[37]


http://www.dibisac.net/
http://www.dibisac.net/
http://www.dibisac.net/
http://www.dibisac.net/
http://www.dibisac.net/
http://www.dibisac.net/
http://www.dibisac.net/
http://www.dibisac.net/
http://www.dibisac.net/
http://www.eisac.com/
http://www.eisac.com/
http://www.eisac.com/
http://www.eisac.com/
http://www.eisac.com/
http://www.eisac.com/
http://www.eisac.com/
http://www.eisac.com/
http://www.eisac.com/
http://www.eisac.com/
http://www.maritimesecurity.org/
http://www.maritimesecurity.org/
http://www.maritimesecurity.org/
http://www.maritimesecurity.org/
http://www.maritimesecurity.org/
http://www.maritimesecurity.org/
http://www.maritimesecurity.org/
http://www.maritimesecurity.org/
http://www.maritimesecurity.org/
http://www.r-cisc.org/
http://www.r-cisc.org/
http://www.r-cisc.org/
http://www.r-cisc.org/
http://www.r-cisc.org/
http://www.r-cisc.org/
http://www.r-cisc.org/
http://www.r-cisc.org/
http://www.r-cisc.org/
http://www.r-cisc.org/
http://www.r-cisc.org/
https://www.infragard.org/
https://www.infragard.org/
https://www.infragard.org/
https://www.infragard.org/
https://www.infragard.org/
https://www.infragard.org/
https://www.infragard.org/
https://www.infragard.org/
https://www.infragard.org/
https://www.infragard.org/
https://www.dhs.gov/ciscp
https://www.dhs.gov/ciscp
https://www.dhs.gov/ciscp
https://www.dhs.gov/ciscp
https://www.dhs.gov/ciscp
https://www.dhs.gov/ciscp
https://www.dhs.gov/ciscp
https://www.dhs.gov/ciscp
https://www.dhs.gov/ciscp
https://www.dhs.gov/ciscp
https://www.dhs.gov/ciscp
https://www.enisa.europa.eu/topics/cross-cooperation-for-csirts/finance/european-fi-isac-a-public-private-partnership
https://www.enisa.europa.eu/topics/cross-cooperation-for-csirts/finance/european-fi-isac-a-public-private-partnership
https://www.enisa.europa.eu/topics/cross-cooperation-for-csirts/finance/european-fi-isac-a-public-private-partnership
https://www.enisa.europa.eu/topics/cross-cooperation-for-csirts/finance/european-fi-isac-a-public-private-partnership
https://www.enisa.europa.eu/topics/cross-cooperation-for-csirts/finance/european-fi-isac-a-public-private-partnership
https://www.enisa.europa.eu/topics/cross-cooperation-for-csirts/finance/european-fi-isac-a-public-private-partnership
https://www.enisa.europa.eu/topics/cross-cooperation-for-csirts/finance/european-fi-isac-a-public-private-partnership
https://www.enisa.europa.eu/topics/cross-cooperation-for-csirts/finance/european-fi-isac-a-public-private-partnership
https://www.enisa.europa.eu/topics/cross-cooperation-for-csirts/finance/european-fi-isac-a-public-private-partnership
https://www.enisa.europa.eu/topics/cross-cooperation-for-csirts/finance/european-fi-isac-a-public-private-partnership
https://www.enisa.europa.eu/topics/cross-cooperation-for-csirts/finance/european-fi-isac-a-public-private-partnership
https://www.enisa.europa.eu/topics/cross-cooperation-for-csirts/finance/european-fi-isac-a-public-private-partnership
https://www.enisa.europa.eu/topics/cross-cooperation-for-csirts/finance/european-fi-isac-a-public-private-partnership
https://www.enisa.europa.eu/topics/cross-cooperation-for-csirts/finance/european-fi-isac-a-public-private-partnership
https://www.enisa.europa.eu/topics/cross-cooperation-for-csirts/finance/european-fi-isac-a-public-private-partnership
https://www.enisa.europa.eu/topics/cross-cooperation-for-csirts/finance/european-fi-isac-a-public-private-partnership
https://www.enisa.europa.eu/topics/cross-cooperation-for-csirts/finance/european-fi-isac-a-public-private-partnership
https://www.enisa.europa.eu/topics/cross-cooperation-for-csirts/finance/european-fi-isac-a-public-private-partnership
https://www.enisa.europa.eu/topics/cross-cooperation-for-csirts/finance/european-fi-isac-a-public-private-partnership
https://www.enisa.europa.eu/topics/cross-cooperation-for-csirts/finance/european-fi-isac-a-public-private-partnership
https://www.enisa.europa.eu/topics/cross-cooperation-for-csirts/finance/european-fi-isac-a-public-private-partnership
https://www.enisa.europa.eu/topics/cross-cooperation-for-csirts/finance/european-fi-isac-a-public-private-partnership
https://www.enisa.europa.eu/topics/cross-cooperation-for-csirts/finance/european-fi-isac-a-public-private-partnership
https://www.enisa.europa.eu/topics/cross-cooperation-for-csirts/finance/european-fi-isac-a-public-private-partnership
https://www.enisa.europa.eu/topics/cross-cooperation-for-csirts/finance/european-fi-isac-a-public-private-partnership
https://www.enisa.europa.eu/topics/cross-cooperation-for-csirts/finance/european-fi-isac-a-public-private-partnership
https://www.enisa.europa.eu/topics/cross-cooperation-for-csirts/finance/european-fi-isac-a-public-private-partnership
https://www.enisa.europa.eu/topics/cross-cooperation-for-csirts/finance/european-fi-isac-a-public-private-partnership
https://www.enisa.europa.eu/topics/cross-cooperation-for-csirts/finance/european-fi-isac-a-public-private-partnership
https://www.enisa.europa.eu/topics/cross-cooperation-for-csirts/finance/european-fi-isac-a-public-private-partnership
https://www.enisa.europa.eu/topics/cross-cooperation-for-csirts/finance/european-fi-isac-a-public-private-partnership
https://www.enisa.europa.eu/topics/cross-cooperation-for-csirts/finance/european-fi-isac-a-public-private-partnership
https://www.enisa.europa.eu/topics/cross-cooperation-for-csirts/finance/european-fi-isac-a-public-private-partnership
https://www.enisa.europa.eu/topics/cross-cooperation-for-csirts/finance/european-fi-isac-a-public-private-partnership

Intelligence Development Chapter 2

Step 2 - Collection

The Collection step acquires and provisions information to be handed over to the
processing and production steps. Collection management manages the information given
by the various intelligence sources or agencies. Allowing various teams to collect their
portion of the IR contributes to redundancy of information. This raw information can be
used to confirm or disprove potential assessments, as well as provide opportunities for
cross, communication between each of the teams. Once information is collected, it is
reconciled and forwarded to the processing and production steps.

Master Information Requirements List

Information Requirement 2

Information Requirement 1

agpajmouyt
aFpamouy

Information
Dissemination
Requirement

Information Information Information
Dissemination Collection Refined Data Production Intelligence
Requirement Requirement

Information Information
Collection Refined Data Production Intelligence

Requirement

Requirement Requirement

Vulnerability
Management Team

Incident Response
Team

Monitoring Team

IT Operations Team
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Step 3 - Processing

All the collected information needs to be in a format that is specific to the organization.
During the Processing step, this information will be processed, and items will be mapped to
correlating points, and prepared for input into Step 4, Analysis and Production:

- @ S
\\@ ) N\

\\ e WY
oy O

PIR:

Which personnel had access tothe logs for X server during

the month of November and December or 2017 and what time
YYYYMMDD FName Time did they access it?

Information
Collection
Requirement

Package

Requirement:
Name/Date/Time

Step 4 — Analysis and Production

The fourth step, Analysis and Production, is the process of analyzing, evaluating,
interpreting, and integrating raw data and information into finished intelligence products
for known or anticipated purposes and applications. The products are focused on the needs
of the stakeholders so it is complete, delivered in a timely manner, and accurate. After
analyses have been completed, there may be a determination that additional collection
effort is required to fill in some information that wasn't present in the initial collection effort
or other sources. The intent is that this product provides the stakeholder an overview of the
subject area whereby they will be able to draw conclusions from the available information.
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PIR:

Which personnel had access tothe logs for X server during

the month of November and December or 2017 and what time
did they access it?

YYYYMMDD FName Time

Information
T
Collection
Requirement 201711
14

Charles 1000

Information

[ RN T g Production
19
Package Requirement

201712
20

Requirement:
Name/Date/Time

Scott 2300

Step 5 — Dissemination

The final step of the intelligence cycle is Dissemination. The goal of intelligence
dissemination is to portray an accurate picture of the environment/problem/process/threat
to the leadership in a form that facilitates rapid understanding of that picture.

Methods

There are a wide array of formats including dashboards, verbal reports, written reports,
slide presentations, images, and so on. A dissemination system can deliver intelligence by a
supply-push and a demand-pull. Both methods have their advantages and disadvantages
and the dissemination system should have a balance of both methods. In supply-push,
users do not have to request the information as it will already be in place. However, this
information should be tailored to what is actually needed and not a data dump. For
example, if we wanted to look at the amount of failed login attempts during a time period,
the way that it is presented should not require additional filtering. The demand-pull works
on an as-needed basis using querying. It reduces the possibility of overflowing personnel
with information, as well as decreasing the time it takes to receive the information, as it will
only provide intelligence when it is requested.

[40]
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Channels

Need-to-know is a common phrase we hear in security. We need to establish the need-to-
know by creating channels in which the dissemination of intelligence will flow. There are
two kinds of channels: standard and alarm.

Standard channels are used for routine intelligence from IRs through standardized reports,
dashboards, and meetings:

PIR:
Which personnel had access to the logs for X server during
the month of November and December or 2017 and what time

did they access it?

201711

SOC
Analysts

Charles 14 1000

Information
201712 Product] j Lead Sys

Justin 19 0345 roduction > Admin

Requirement
201712
Scott 2300 .
20 Daily

SecOps
Meeting

Standard Communication Channel - Point to Point Mode

Alarm channels are used for critical intelligence to be passed to teams that are immediately
affected by the intelligence:
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PIR:
Key Risk Indicator: Social media credential harvesting activity

ALARM: Cyber Intel Report

; 31DEC2017/15  Preliminary Summary:
Date/Time DOCET
In the past 24 hours, IT Helpdesk has

Attack Type  Spear Phishing been receiving inquiries from our
employees about the validity of a

IT Helpdesk mes.sage‘ sent on LinkedIn. Message
Incident subject line was "Fellow Colleague" and
Sources Response directed thg user to follow a falfe link to Org CISO
Threat Intel a product in our I.|ne. The user is then
prompted for their credentials to allow
Organization "special" access. Once user credentials
Impacted Yes are given, a new tab is opened to the Information
home page of the organization. Users EeRluGi Regi |
are reporting that their passwords have ro .uctlon egiona
Region EMEA been changed. Requirement Clo
Affected
IT Security analysts report that there has
X UK been X amount of traffic to the
Countries FR suspected site and have identified that Regiona|
Affected HU users who are in finance departments cISO
CH are being targeted.
Information e, Reco.m.mend Regional/Country IT manager
Targeted and liaisons:
- Inform users
Social Media: - Report compromised accounts
Attack Vector Linkedin . immediately to

incidentresponse@mail.com

Alarm Communication Channel - Point to Point Mode

Modes

In addition to difference in channels, modes are a concept that helps with bringing
intelligence to stakeholders as need-to-know. There are two modes of dissemination:
broadcast and point-to-point. Broadcast mode disseminates all of the users that have the
authority and access to the particular channel. An undisciplined use of dissemination in this
mode will lead to information overload. In contrast, point-to-point mode is when
intelligence is sent to specific users or teams that is typically in response to a specific
request. It is slower than broadcast mode because it may require sequential delivery to
specific units or the intelligence being produced is customized for that particular team.

Dissemination architecture

The intelligence program manager can provide an architecture for dissemination but it
would be also best utilized if there was a team to communicate cyber intelligence to the
organization. This is the point where large organizations can use their security awareness
teams as I feel that security awareness is in its infancy.

[42]
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If we can use the relationships built internally within IT groups, as well as externally
through the use of security education awareness to our colleagues outside of IT, we have a
skeleton dissemination architecture. From a SMB perspective, we may be able to manage
this dissemination within IT but would still need to establish the relationships with the
stakeholders who can take action on the intelligence they will be given.

Step 6 - Utilization

"Intelligence has no inherent value; its value is realized through its support to operations.”
— Intelligence Operations, MCWP 2-1

This is where the foundation of top-down sponsorship of the intelligence program and
relationship building with stakeholders is the key to success. Once intelligence products
have been developed and disseminated through the channels of communication, they are
meant to be used for action in at all levels of operations.

PIR:
KEY Risk Indicator: Social media credential harvesting activity

_______________

Inform Business
Leaders

Security
Awareness Team

ALARM: Cyber Intel Report

Communicate the
Regional IT Helpdesk

(¢][0)

Information
Production
Requirement

Gather/Report

IT Operations
Findings P

Regional
CISO Remediate InfoSec Incident
Response
Threat
Intelligence
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Summary

We learned from the information hierarchy that in order to create actionable intelligence,
we need to transform data into information, and finally to knowledge. Once we have
knowledge, we gain wisdom to make a decision based on what we know. The intelligence
cycle gives us a method for taking Priority Information Requirements to create intelligence

products:

Planning and Direction
Collection

Processing

Analysis and Production
Dissemination

ST W

Utilization

In the next chapter, we will be discussing the challenges of integrating a cyber intelligence
capability into organizations, more on the OODA loop, and the fundamentals of operational
security.

[44]
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Integrating Cyber Intel,
Security, and Operations

This chapter is about understanding how cyber intelligence, security, and operations are
separate disciplines. There are challenges in fusing the three, and we will start breaking
down how an IT organization can integrate a cyber intel team into their operations. We will
introduce the concept of operational security (OPSEC), and discuss how the concepts of
OPSEC can be used as a strategic framework. Following this, we will start to understand the
levels of leadership, how they would map to an intel capability team, and the levels of a
strategic Capability Maturity Model in order to develop a cyber intelligence program. In
this chapter, we will cover:

¢ Developing a strategic cyber intelligence capability
e Introduction to operational security

¢ Operational security in the business environment

¢ Cyber intelligence program roles

A different look at operations and security

Establishing a cyber intelligence capability is not an easy feat to achieve, as many
organizations are different in size, scope, composition, and culture.

Let me use an orchestra as an example. We know that all of the instruments take their cues
from the conductor. Although the conductor is the one that is most visible on the stage, they
are not the one who is solely in charge of how the orchestra sounds. The conductor
interprets the music and conveys how it should sound to the orchestra.
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An orchestra is composed of various instruments that can be grouped into families or
sections. The conductor guides these sections to create statements or phrases with their
lines, bringing out the important parts of a section while other sections soften their voices so
that the melody can be heard. Each family of instruments has a leader or two that are
responsible for their family of instruments to play in unison with the conductor. Each
instrument in the section has to listen across to ensure that one is not overpowering the
other. It is this understanding of how an orchestra performs that the phrase everyone on the
same sheet of music derives from.

IT operations and IT security operations are no different to an organization trying to
perform their functions as an orchestra performing a piece of music. Development to
production, projects to operation is the rehearsal. The challenge is whether or not the
entirety of an information systems division is in harmony or cacophony, within

itself. Integrating cyber intelligence helps us listen across to one another and helps the IT
leadership convey their next steps with operations.

Developing a strategic cyber intelligence
capability

Building a cyber intelligence capability is no small feat and every organization is different.
As discussed in earlier chapters, there needs to be a means to collect, analyze, and
disseminate information to specific stakeholders. The question is where do we begin?

A Capability Maturity Model (CMM) is used to show the different levels of how well the
organizational practices, behaviors, and processes can produce required outcomes.

Here is an example of how we can begin developing the cyber intelligence capability using
the Center for Internet Security top 20 critical security controls as a baseline:
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Strategic Capability Maturity Model: Cyber Intelligence

*Security Skills Training

*Application Software Security
*Incident Response Capability
*Penetration Testing and Red Teaming

*Boundary Defence

*"Need to Know" Access Control
*Wireless Access Control
*Account Monitoring and Control

*Limitation and Control of Network Ports, Protocols and Services
*Data Recovery Capability
*Malware Defence

*Audit Log Monitoring and Analysis
*Email and Web Browser Protection
*Malware Defence

*Inventory of Authorized and Unauthorized Devices and
Software

*Secure Configuration Management for Hardware and
Software

*Vulnerability Assesment and Remediation
*Administrative Privilege Control

From this point, we can ask these questions to frame the business need:

* Do we have the capability of doing this?

Why is this important?

What are our challenges?

Who are our stakeholders and how will we communicate?
When do we need this?

Understanding our priorities

The Open Group Architecture Framework (TOGAF) defines an enterprise as any
collection of organizations that has a common set of goals and/or a single bottom line.
TOGATF organizes the enterprise into three parts:

¢ The business architecture
¢ The data/application architecture
¢ The technology architecture

[47 ]



Integrating Cyber Intel, Security, and Operations Chapter 3

The business architecture

The business architecture is defined as a blueprint of the enterprise that provides a common
understanding of the organization and is used to align strategic objectives and tactical
demands.

As an IT and information security organization, we should have an understanding of how
we support the business. Therefore, we need to understand the business priorities and
strategic objective of the business to plan our innovation projects.

The data/application architecture

All enterprises have a type of application architecture with its underlying data architecture.
We will need to understand the relationship between the two and how it supports or
supported previous business objectives.

Technology architecture

We will need to understand how the data/application architecture is being supported from
a technology point of view.

Application of the architectures and cyber intelligence

Now that we have a model, where do we even begin?
Here's an example:

1. Understand your organization's business goals.

2. Identify the people, processes, products, and partners that are critical to meeting
those goals:
¢ Executive stakeholders

e Single points of failure
¢ Reputation

Manufacturing equipment and systems

Intellectual property

Core systems: databases, servers, networking devices

[48]
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3. Identify the people, processes, products, and partners that support in meeting
those goals:
e Human resources

e IT helpdesk
e Program/project management office
¢ Remote offices

4. Prioritize between critical and support.

5. Move forward in the prioritized implementation of establishing the means to
communicate, collaborate, and execute actions based cyber intelligence to
applicable parties:

Business Goals

Enterprise Architecture

Business Architecture

|

|

I

I q Partners Product
Data/Application Architecture |

|

|

|

People

0]
o)
g
=
o
s
o
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A look at strategic cyber intelligence - level 1

Level 1 of the Capability Maturity Model is where an organization must lay the foundation
for the success of the cyber intelligence program. The processes and procedures that are
developed at this level will set the tone of how the rest of the capability is built to support
this initiative. This level largely concentrates on ensuring that basic information can flow
between IT operations and IT security.

Use the following as examples for information requests:

¢ Inventory of authorized and unauthorized devices and software:
¢ Do we have an inventory of authorized devices and software?
e Where is it located?

e Who administers this list?

¢ Do we have an inventory of unauthorized devices and software?
e Do we have a policy that addresses this?
e What are the procedures to control this situation?

e Secure configuration management for hardware and software:
¢ Do we have hardware and software hardening standards?

¢ Are they communicated to our vendors who support us?
¢ How do we ensure compliance to our standards?
¢ Vulnerability assessment and remediation:

¢ Do we have the capability to perform vulnerability scans on our
network?

e Who is responsible for remediation?

¢ Do we have timelines to remediate specific vulnerabilities?
¢ Administrative privilege control:

e Who has administrative privileges?

e Who doesn't need administrative privileges?

e What do they have access to?

We will go through some maturity models for different points throughout the book in more
detail. To help us understand how to establish and maintain each level of capability, we will
introduce the concept of operational security.

Without a solid integration of IT operations and security for collection,
analysis, and dissemination at level 1 in the Strategic Capability Maturity
Model, it will be difficult to have clear intelligence about items on any
other level.

[50]
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Introduction to operational security

Operational security was developed to promote operational effectiveness and deny
adversaries information that can be observed publicly. This includes the following for an
organization:

¢ Capabilities: What you can or have the ability to do
e Limitations: What you can't or are unable to execute
e Intent: What your plans are and when you will do them

For our purpose, we can use the OPSEC process to better understand how to develop a
cyber intel capability to improve the defense and roadmap for a more secure network.

The OPSEC process has five steps:

Identification of critical information
Analysis of threats

Analysis of vulnerabilities
Assessment of risks

SRS

Application of appropriate countermeasures

OPSEC step 1 - identify critical information

What is critical information? This is the factual information that an adversary would need in
order to degrade services, disrupt operations, and impact the reputation of an organization.
This is also commonly referred to in the commercial space as Crown Jewels.

For example:

e Core network infrastructure

Information security capability

Business information:
* Mergers and acquisition

¢ Business critical applications:
¢ Manufacturing applications

¢ Enterprise resource management platforms

Employee information:
e Identification of system administrators
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e Intellectual property:
¢ Planning documentation

e Schematics
e Blueprints

OPSEC step 2 - analysis of threats

This deals with identifying the adversaries (internal or external), their intent, and their
capability to use the information against an organization. Once we identify the threats, we
then can study their Techniques, Tactics, and Procedures (TTPs) and start prioritizing how
we can monitor for these specific activities.

OPSEC step 3 — analysis of vulnerabilities

A vulnerability is the state of being unprotected from the likelihood of being attacked,
physically or emotionally.

By understanding the adversary, their intent, and their capability, an organization can then
focus on identifying the potential vulnerabilities that exist in the enterprise.

OPSEC step 4 — assessment of risk

Risk is a measurement of how much an organization is exposed to danger. Once
vulnerabilities are identified, the vulnerabilities must go through the organizational risk
process. This process evaluates each vulnerability and assigns it based on the sum of the
probability of exploitation and impact to the organization.

Examples of probability levels:

e Certain: 100% chance it will happen
Likely: >80% chance it will happen
Possible: 60-79% chance it will happen
Unlikely: 11-59% chance it will happen
Rare: Less than 10% chance it will happen

[52]
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Examples of impact levels:

Negligible Loss: If this happens, it won't bother us too much
Marginal Loss: If this happens, it will be an annoyance but we can get by
Moderate Loss: If this happens, there will need to be a few projects to get us back

to where we were

Critical Loss: If this happens, there will be some major projects to get us back to

where we were

Catastrophic Loss: If this happens, we need to start from the beginning because

there will be nothing left

A risk matrix is typically used as a visual representation to better understand the
relationship between probability and impact:

2
o
©
o
S
a

Certain
Likely

Possible

Unlikely

Rare

Negligible

Example Risk Matrix

Marginal Moderate Critical Catastrophic

Low Medium High High High
Low Medium Medium High High
Low Low Medium Medium High
Low Low Medium Medium Medium
Low Low Low Medium Medium

From the preceding example, we can begin to measure each vulnerability by understanding
the probability of the vulnerability being exploited and if exploited, how much impact it
would have on the organization.
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Examples of levels of risk:

e High: This is probably something we should have a lot of oversight and control
over. We'll probably need to have regular and more frequent reporting on this.

e Medium: These items are good to know about and we should monitor these to
see if they change too much. We'll probably need to look at these every month or
quarter.

e Low: These items are also good to know about but we don't need to worry as
much as the high and medium risk items. We should look at these twice a year or
once a year.

OPSEC step 5 — application of appropriate
countermeasures

After the risk assessment, organizations should be able to prioritize resources to do the
following;:

1. Avoid the risk:
¢ Change planning to work around the problem

2. Control/mitigate the risk:
e Isolate the problem and reduce the impact to the organization:
¢ Network segmentation

e Access control lists
¢ Credential management

3. Accept the risk:
¢ Acknowledgement that the problem exists

4. Transfer the risk:
e Cyber insurance
e Service providers

[54]
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OPSEC applicability in a business
environment

Business environments are not as structured as they are in the military. It is also a lot easier
for a commander to dictate what is going to happen and drive it to execution. The OPSEC
process should be looked at as a strategic planning initiative to a cyber intelligence program
in that it covers very broad topics. It can help reign in the information that is critical to
senior leadership's handling of all levels of operation in the organization and within each
architecture in the enterprise starting at level 1.

The following is an overview of how the Cyber Intelligence Group can integrate the
different operational levels of an organization as well as integrating the different enterprise
architectures as defined by TOGAF:

Cyber Intel Architecture Support

Enterprise Architecture

Strategic Level

Business Architecture

Operational Level

\
\
|
|
Tactical Level |
|
\
\
\
|

Here are some considerations in building a cyber intel capability with OPSEC in mind:

¢ Buy-in from stakeholders:
¢ Cyber intelligence is an ability not only about security, but also
about IT operations
¢ Authority and responsibility is clear in the military but not as clear
in business
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¢ Dotted line management and matrix managed organizations make
buy-in difficult as direct reports may not be being evaluated

e It is much more difficult to establish this capability in a more mature IT
organization because of the following:
¢ Processes and procedures have been formalized and approved
e Teams have worked in siloed environments for numerous years

e Large organizations may have federated IT divisions based on
geographical location

¢ Cyber intelligence can be integrated with an established or developing basic
information security program:
e Intel capability needs to be built on top of a framework of
information security processes that support the organization

e Allow for collaboration:
¢ Cross-communication and support for team resources to analyze
the data and create intelligence products

¢ Integrate with communication mechanisms to deliver intel to the
right people at the right time

¢ Delegate authority to allow for subordinate leaders to take the initiative based on
a commander's intent:
e Intelligence developed without the intent of taking action is a
waste of resources

Cyber intel program roles

Who runs the show? All businesses have a chart that maps the role of each member in the
organization. Typically, the higher a person is in the hierarchy, the more responsibility they
have. However, each business is different in that, with startups, it is not uncommon for a
CIO to be configuring servers, whereas in a larger organization, this is done by a technician.
To better understand how a cyber intel program will fit into an organization, we will define
three levels of leadership:

e Strategic
e Tactical
e Operational

[56]
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From each of these levels, requirements will flow down to ensure that collection effort
priorities are communicated to the teams:

Cyber Intel Levels

Strategic Level

Tactical Level

Operational Level

suswalinbay umoq Mo|4

Flow down requirements are communicated by the cyber intelligence program officer to
their respective teams and liaisons. Let's take a look at each level, their roles and
responsibilities.

Strategic level - IT leadership

The strategic level of a cyber intel program begins with the collaboration of the IT and
InfoSec leadership:

e Chief information officers

Chief information security officers

Regional chief information officer

Regional chief information security officers

Vice Presidents—senior managers

At this level, leaders should:

1. Identify critical information, systems, or technology.
2. Understand the threats and vulnerabilities to the enterprise.

3. Be able to make a risk-based decision on information to reduce threats and
vulnerabilities.
4. Establish policy and procedures that are in line with business objectives.
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Strategic level — cyber intelligence program
officer

At this level, an organization can designate a cyber intelligence program officer who will be
responsible for the following;:

1. Leading the cyber intelligence program

2. Gathering and prioritizing requirements from strategic leaders
3. Mobilizing resources and establishing the collection effort

4. Supervising the compilation and analysis of information

Cyber Intel Program Roles

*Chief Information Officers
X *Chief Infromation Security
Strategic Level Officers

Divisional VPs

Cyber Intel Program
Officer

Tactical Level
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Operational Level

Tactical level - IT leadership

The tactical level of a cyber intel program begins with the collaboration of the IT and
InfoSec leadership:

o IT service managers
¢ Security operations managers
e Security managers
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At this level, leaders should do the following:

1. Support the identification of critical information, systems, or technology

2. Report the threats and vulnerabilities to the enterprise

3. Provide support to leadership to make a risk-based decision on information to
reduce threats and vulnerabilities

4. Support the development and enforcement of policy and procedures that are in
line with business objectives

Tactical level — cyber intelligence program
manager

The cyber intel program manager will be responsible for:

1. Leading analysts within the cyber intelligence program

2. Gathering and prioritizing requirements from the cyber intelligence program
officer

3. Mobilizing resources and establishing the collection effort

Supervising the compilation and analysis of information

5. Delivering intel products to stakeholders

-~

Cyber Intel Program Roles

* Chief Information Officers
Chief Infromation Security

Cyber Intel Program

Strategic Level Officers Officer
*Divisional VPs
T Service Managers

Tactical Level * Security Operations Center Cyber Intel Program
Managers Manager

*Security Managers

Operational Level
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Operational level - IT leadership

The operational level of a cyber intel program begins with the collaboration of the
following;:

e IT service subject matter experts
e Security team leads
e Analysts

At this level, leaders should do the following:

1. Support the identification of critical information, systems, or technology
2. Gather and report the threats and vulnerabilities to the enterprise

3. Collect the information required to support the leadership's decision making
process to reduce threats and vulnerabilities

4. Enforce policy and procedures that are in line with business objectives

Operational level - cyber intelligence analysts

The cyber intel program manager will be responsible for:

1. Executing the cyber intelligence program.

2. Gathering requirements from the cyber intelligence program manager.
3. Compiling and analyzing information.

4. Developing intel products for stakeholders.

Cyber Intel Program Roles

*Chief Information Officers
*Chief Infromation Security

Cyber Intel Program

Strategic Level Officers Officer
*Divisional VPs
*IT Service Managers

Tactical Level *Security Operations Center Cyber Intel Program
Managers Manager

*Security Managers

) *|T Service SMEs
Operatlonal Level *Security Team Leads
*Analysts
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Cyber Intel Analysts
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Summary

Leaders at all levels need to understand the importance and support the integration of
operations and security through building a cyber intelligence capability/program. To better
understand how a cyber intelligence program can be thought of at the strategic level, we've
introduced OPSEC and its importance in how we can take a high-level view of our
organization and secure it using its five steps:

Identification of critical information
Analysis of threats
Analysis of vulnerabilities

L e

Assessment of risks
5. Application of appropriate countermeasures

In this chapter, we've also provided examples of roles and responsibilities at each level that
help support a cyber intelligence program. With the help of IT operations and IT security,
the cyber intelligence capability provides support, utilizing top level requirements for
collection, analysis, and dissemination. We've reviewed a high level Capability Maturity
Model where each item on each level should answer the following:

Do we have the capability of doing this?

Why is this important?

What are our challenges?

Who are our stakeholders and how will we communicate?
When do we need this?

SN

In the next chapter, we will be discussing how IT managers, SOC managers, and service
managers can support the cyber intelligence program/capability in the organization by
covering the tenets of active defense and its application from a tactical level.
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Using Cyber Intelligence to
Enable Active Defense

In the last chapter, we learned about how we can integrate a cyber intelligence capability
using a Capability Maturity Model (CMM). This chapter is all about the tactical level of
utilizing cyber intelligence. Using the principles of OPSEC, where we identify our threats,
vulnerabilities, and prioritize decisions using risk assessments, we can use the levels of the
strategic capability maturity model as a priority for our resources to focus on from top
management. Now that these are in place, the middle management can step in and start
providing useful decision-making information to senior leadership, as well as knowing
their priorities.

At this level, middle management must also have a means to collect, analyze, and
disseminate information to their teams. By identifying the threats, we can now start looking
at how those threats exploit vulnerabilities. If we can identify the threat and know how
threats will exploit possible vulnerabilities, we can start thinking about establishing a
means to be proactive about security. This concept of proactive security, or offensive
security, is also known as Active Defense.

From a high level, we will discuss the following:

¢ What is Active Defense?

e The principles of Active Defense

¢ Legal concerns

¢ Techniques, tactics, and procedures
¢ Communication and collaboration
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An introduction to Active Defense

Let's talk about what we have now. We may have all the tools and blueprints necessary to
build a house, but it doesn't mean that we can. Having all of the tools and the resources
available to defend the network is meaningless unless we know how to be effective in using
them. It would also be a pipe dream to think that we can look at our strategic Capability
Maturity Model and build things one by one. In many organizations, these capabilities are
at different levels of maturity. As discussed in Chapter 3, Integrating Cyber Intel, Security,
and Operations, level 1 of our maturity model is the most important as it will provide us our
scope, and the other capabilities are prioritized based on the needs of the organization. If we
look at the building capabilities at the other levels<ns1:XMLFault xmlns:ns1="http://cxf.apache.org/bindings/xformat"><ns1:faultstring xmlns:ns1="http://cxf.apache.org/bindings/xformat">java.lang.OutOfMemoryError: Java heap space</ns1:faultstring></ns1:XMLFault>